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SPC: To Hear Anti-Monopoly Cases Fairly and Efficiently Under the Law

LEFTTERZN (AT REMAT G EREE THE) , BREZLHE (BEERXEHaMAETD
Shanghai AMR Announces to issue Guidelines on Anti-Monopoly Compliance

IxEFTHRRERREKES: EHTUIRREZMEMHEEEN

Chair of Beijing AMR: Three Anti-monopoly Cases in the Pharmaceutical Industry Are Under Investiga-
tion

W 5RAT Bt 20, LWREMTIE BRL 52T 25K 6 F

Binzhou Abolishes the Exclusive Partnership with Hellobike on Suspicion of Administrative Monopoly
A X B H 2812 = TR R 2 BT 3T B KR A LI

Google Launches Fresh Appeal to Overturn USD 2.8 Billion Fine at Top EU Court

XEFTCEFE: TAFER. A8, Metafn T LB ERH E LW i, K 2U4% T EY

FTC Chair Lina Khan Says Agency Won’t Back Down in the Face of Intimidation from Big Tech

% [ 5] i #AFTC & 7 3K /0 58 4T 3F % A FF 9 0%

DOJ and FTC Seek to Strengthen Enforcement Against Illegal Mergers
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Apple Complies with Dutch Watchdog Ruling on Payment Options in Netherlands
IRETUWBAFEMEERTZR 2L

EU Commission Prohibits Proposed Acquisition of Daewoo Shipbuilding & Marine Engineering by
Hyundai Heavy Industries Holdings

FTCFf PR M4 4 £ 4 & T ANT % 25 /2 ] Y i Novitium Pharma

FTC Approves an Order on ANI Pharmaceuticals’ Acquisition of Novitium Pharma
Bx # v B B ElFacebook > T U SHFTC & T K 22 Wi Uk 1 BV 15 5K

Judge Refuses to Throw Out Facebook Antitrust Lawsuit

Hi & %16 AT % B MR K % FH W fhik KR 28 W7 A A2

Yale And Other 16 Top U.S. Universities Hit with Lawsuit for Allegedly Price Fixing Student Aid

W 4% %24 5 ¥ 4E A M Cybersecurity and Data Protection

FEMRRES LA (RATREAMLEEABNERE K %)

CBIRC Releases Measures for Risk Supervision of Information Technology Outsourcing of Banking
and Insurance Institutions

ERER ARRA N X TEFHREARANATERE) ERENL

NITS Solicits Public Comments on Evaluation Guide for Effective Utilization of Public Health Emer-
gency Data (Exposure Draft)

2/20



=LAt NEWSLETTER

"z'ﬁﬂi LIFANG & PARTNERS FR;EEd g3 2

%IE%F»@
N0.283

2022.01

AHITEARTHAFeLFARRREFELRNETEL

Nine Ministries Jointly Issue Opinions on Promoting the Healthy and Sustainable Development of
Platform Economy

Tz #0468 H2022FAPPE T = A7/ & & A

MIIT Points out Three Key Aspects of APP Special Governance in 2022
FEGARKE T LE AN (FER e KA B X REEF 5% (20224 ) )

CAICT and QI-ANXIN Jointly Release Data Security Risk Analysis and Countermeasures (2022)
b R AT (g e BRAF RS AR E A )

Shanghai Issues Measures of Shanghai Municipality on the Administration of Testing and Application
of Intelligent Networked Vehicles

WL AT (L& 5 E L)

Zhejiang Province Passes the Regulations of Zhejiang Province on Public Data

/N T 1 ROR RN R IR 3077
APP “Xiaohongshu” Fined RMB 300,000 for Violation of the Law on the Protection of Minors

FEARWRATEELLATHEAER AN AL FE LB N114277 T

Chongzuo Branch of Agricultural Bank of China Fined RMB 11,420,000 for Illegal Use of Personal
Financial Information

KEHERTZ RS (EDPB) &A1 & T BUFAF = [E 3k BUKAE B9 = 5

EDPB Publishes Legal Study on Government Access to Data in Third Countries
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MEPs Approves Digital Services Act to Tackle Illegal Content
XEN 2 RHKEEHER

US Lawmakers Propose Data Transparency Bill

20214, HKBKE GDPR RAEW M HKAALEE 12 X T
Fines for Breaches of EU Privacy Law Spike Sevenfold to $1.2 Billion
& B #K A R 2 DR TTDSG & I 4 A& & LAE K

Germany DSK Open Consultation on TTDSG Guidance

V9 YR T B R AP B 2 AR iR R AT e 45 AL AL, 500 BK T 57 2K

Spanish AEPD Fine Unnamed Person €1,500 for Unlawful Use of Video Surveillance
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SPC: To Hear Anti-Monopoly Cases Fairly and Efficiently Under the Law

On January 13, 2022, the Supreme People's Court (“SPC”) issued the Guiding Opinions on the Full
Use of the Judiciary in Facilitating the Development of Small Enterprises (“The Opinions™). The Opin-
ions require that the People's Court at all levels shall conduct fair and efficient trials of anti-monopoly
cases and severely punish illegal acts and ensure the development of small enterprises be protected. The
Courts should improve the mechanism for linking up judiciary and enforcement, support anti-monopoly

law enforcement agencies, strengthen communication and coordination, and create synergy in their
work. (More)

EEFTTHEREZA (XTRBEEATHZRNETHR) , ARILE (REE
RZ¥aMET)

202241 A 12H, tEwmmhEERER (“LBETTRRE” ) A4 7 (LETTZLREEER
ATEEREATGEHRNETHE) (“ (FERY 7)) . (FH) FRE, EZRAATEEF
E, WIEBRAATERAHRRAEELNTH, AL ENBRTHLETHAAMES, FlEx
W (LETEEHREHANET) o (EEES)

Shanghai AMR Announces to issue Guidelines on Anti-Monopoly Compliance

On January 12, 2022, the Shanghai Administration for Market Regulation (“Shanghai AMR”) issued
the Measures of Shanghai AMR on the Development of Market Entities (“The Measures™). The
Measures advocates strengthening fair competition review, preventing abuse of administrative power. It
also indicates that Shanghai AMR will strengthen market compliance guidance, issuing Shanghai Oper-
ators Anti-Monopoly Compliance Guidelines. (More)

rtETFERRKESE: EATLIRRZHEFEEELD

20224 1A9H, ARFTHZEEEER (“AETTRRE” ) FRESELHHELT, LxH
THRAEENTIVAIRREZHEGLAEL Y, SBERERESHELR R, HRTLFTaE
FRNEHATA. ARTTREBE2RFREFEF. ARET. ~AFLFERLIR, 4L
SR REH TR, RERARAK. AN, CETTEAFSZMETELFTAEREHEY,
BANTFREFERNLH, FRRRTLZELR R ERE. (EEES)
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https://www.court.gov.cn/fabu-xiangqing-341891.html
https://www.court.gov.cn/fabu-xiangqing-341891.html
https://mp.weixin.qq.com/s/x1Nfsvot9ddnQTPIp6L-Vg?scene=25#wechat_redirect
https://mp.weixin.qq.com/s/x1Nfsvot9ddnQTPIp6L-Vg?scene=25#wechat_redirect
https://m.bjnews.com.cn/detail/164172767914286.html
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Chair of Beijing AMR: Three Anti-monopoly Cases in the Pharmaceutical Industry
re Under Investigation

On January 9, 2022, YI Yan, the director of Beijing Administration for Market Regulation (“Beijing
AMR?”) said in an interview that Beijing AMR is investigating three anti-monopoly cases in the pharma-
ceutical industry and will severely scrutinize and punish possible monopolistic acts in the food and medi-
cation industries under the law. In 2021, Beijing AMR made a solid progress in its anti-monopoly work,
focusing on key areas such as the platform economy, medical care, and public utilities. At the same time,
Beijing AMR will continue to strengthen anti-monopoly supervision in the platform economic field, pro-
moted the in-depth implementation of the fair competition review, and actively explored regional law en-
forcement cooperation between Beijing, Tianjin, and Hebei. (More)

B AT R 2T, LRENTRE R KLY 2 ERREF

202261 A7H, WARHAZEMNTRTERR ( “BNTRER” ) LA T (RTRIEXFTEEMR
XHHNEY o NEE, R (REZ2WHE) BXEEAR, VEEEFNEHNE, ZRAKT
K5 b8 E MR ERRA S T20174 127 18 H &1TH (Bes & EHil) . (EEES)

Binzhou Abolishes the Exclusive Partnership with Hellobike on Suspicion of Admin-
istrative Monopoly

On January 7, 2022, Shandong Province Binzhou Urban Management And Law Enforcement issued an
announcement stating that to follow the requirements of Anti-Monopoly Law and to create a better busi-
ness environment, Binzhou decided to abolish the strategic cooperation agreement signed on December
17,2017 with Hellobike. (More)

AHE KB 28R TR R 287 £ FHREL LR

202214200, AHmKMEEEL L, ER28IC X TH K 287 i . 20174, KERXF
ZREMAHITEHTX—ANTE, BaELHANA B FH LN IR S RET 0 FHEFM®
¥o M, FHBERELF, AABLFERARFEERS, EX—ERBERELTRBERKE,
MELRBLERANAKRAZR2WBRATLR. Fht, FRETFEESZHREL LF, EFEER
W, BHCHERERBANRE R, HEREERAZR2#TERLESE, (EEES)
Google Launches Fresh Appeal to Overturn USD 2.8 Billion Fine at Top EU Court

On January 20, 2022, Google files an appeal at the European Union's top court against an earlier decision
to uphold the USD 2.8 billion antitrust fine. The EU Commission fined Google in 2017 over the use of its
price comparison shopping service to gain an unfair advantage. Google filed a challenge against the fine,
alleging that the presence of merchant platforms showed there was strong competition, which was also
dismissed by the EU's General Court. Google said they had decided to appeal the General Court’s deci-
sion. But irrespective of the appeal, they will continue to invest in their remedy and continue to work
constructively with the European Commission. (More)

6/20



https://m.bjnews.com.cn/detail/164172767914286.html
http://cgzf.binzhou.gov.cn/art/2022/1/7/art_121366_10255429.html
http://cgzf.binzhou.gov.cn/art/2022/1/7/art_121366_10255429.html
https://www.reuters.com/technology/google-launches-fresh-appeal-overturn-28-bln-fine-top-eu-court-2022-01-20/
https://www.reuters.com/technology/google-launches-fresh-appeal-overturn-28-bln-fine-top-eu-court-2022-01-20/
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20224 1H200H, #EBRARNZZERS ( “FTC") = Flina KhanE#Z X i £x, HIE#H X
ZWRAEWER, £, Meta AL G #H X WA ELMARANEIR, MFTCHEREFR. &
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FTC Chair Lina Khan Says Agency Won’t Back Down in the Face of Intimidation
from Big Tech

On January 20, 2022, Federal Trade Commission (“FTC”) Chair Lina Khan said that the four major
technology giants - Apple, Google, Meta Platforms, and Amazon - currently under antitrust investiga-
tion have powerful resources against FTC. Khan said it takes “courage” to take on companies with im-
mense power, especially in the face of the FTC’s own resource challenges that force it to narrow the
scope of its enforcement capabilities. But their enforcers are not going to back down because of these
companies flexing some muscle or trying to intimidate them. Under her leadership, the FTC has taken
steps to show its resolve against big business. The agency filed an amended complaint against Facebook
on antitrust charges after its earlier one was dismissed, and this time it was allowed to advance. (More)

* B & % MMFTCH T KA EA ik 2 I B &

202241 A 18H, %E & E# K EW & FFTCEH AL R T —TAFAEREN, EEMBYEEE
FHPE, AHIEELEA, XELFARTHTFLTLERREY, REANTHR, XERHEE
F. LA, M BEREF K. 20204 220214, FENAYRBELSFFREWT —
®%, HRULFEARTE MRS FASEL S, ik, FEFEHREW S MFTCHE A ALER
BN, UHARBKAAFEMNEENIR, EFHLAFHLETIFHUREERRG. (EFE
%)

DOJ and FTC Seek to Strengthen Enforcement Against Illegal Mergers

On January 18, 2022, the U.S Justice Department’s Antitrust Division and FTC launched a joint public
inquiry aimed at strengthening enforcement against illegal mergers. Recent evidence indicates that many
industries across the economy are becoming more concentrated and less competitive — imperiling choice
and economic gains for consumers, workers, and small businesses. These problems are likely to persist
or worsen due to an ongoing merger surge that has more than doubled merger filings from 2020 to 2021.
To address mounting concerns, the agencies are soliciting public input on ways to modernize federal
merger guidelines to better detect and prevent illegal, anticompetitive deals in today’s modern markets.
(More)
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https://www.cnbc.com/2022/01/19/ftc-chair-lina-khan-says-agency-wont-back-down-in-the-face-of-intimidation.html?qsearchterm=lina%20khan
https://www.cnbc.com/2022/01/19/ftc-chair-lina-khan-says-agency-wont-back-down-in-the-face-of-intimidation.html?qsearchterm=lina%20khan
https://www.justice.gov/opa/pr/justice-department-and-federal-trade-commission-seek-strengthen-enforcement-against-illegal
https://www.justice.gov/opa/pr/justice-department-and-federal-trade-commission-seek-strengthen-enforcement-against-illegal
https://www.justice.gov/opa/pr/justice-department-and-federal-trade-commission-seek-strengthen-enforcement-against-illegal
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0224 1AI5H, FRNERT, RETHZHRFNTZEER ( “ACM™) Hiast, LiFR=
RAAPPHITT & & W B A P e FF R XA & T, ACMTI2 A24 0 E gk +, AAF RN E
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H, FEIT AR ZApp B M LW X KA RBEFII LA LT, (EEESL)

Apple Complies with Dutch Watchdog Ruling on Payment Options in Netherlands

On January 15, 2022, Apple said it will allow developers of dating apps in the Netherlands to offer non-
Apple payment options to their users, complying with an order from the country's market regulator. The
country's Authority for Consumers and Markets (“ACM”) found in a decision published on December 24,
2021 that Apple had abused its market position by requiring dating app developers to exclusively use Ap-
ple's in-app payment system. Apple said it will comply with the decision and introduce "two optional new
entitlements exclusively applicable to dating apps on the Netherlands App Store that provide additional
payment processing options for users". (More)

ARETRMATFEREERTZ RS

2022451 A 130, WRAFEK B H 4| (EU Merger Regulation) , KB & 2B H 70 5. &
K., TLLE. Tg#HEAN. ZEZHIAN A TERNAE, Z2LELTHEAREINSHEAFEMN
P IRARAANURIER S, AARARRN GG ERMRIEHAL, B 2HKABRUAA
BRETHFTNAFALLFARAEANRAZR2REB AT ZURALL T FEL, (EEE
%)

EU Commission Prohibits Proposed Acquisition of Daewoo Shipbuilding & Marine
Engineering by Hyundai Heavy Industries Holdings

On January 13, 2022, EU Commission prohibited, under the EU Merger Regulation, the acquisition of
Daewoo Shipbuilding & Marine Engineering CO., Ltd (“Daewoo Shipbuilding & Marine Engineer-
ing”) by Hyundai Heavy Industries Holdings. The merger between the two South Korean shipbuilders
would have created a dominant position by the new merged company and reduced competition in the
worldwide market for the construction of large, liquefied gas carriers. The Commission's decision was
based on the following considerations: the parties enjoy very large and increasing market shares; very few
alternatives for customers; limited capacity in the market; very high barriers to entry and no buyer power;
no impact of the coronavirus pandemic. The parties did not formally offer remedies to address the Com-
mission's concerns. (More)

FTCHMY IR & M & 4L T ANT & 25 /A & Wk WNovitium Pharma

20221 F12H, FTCEH T — s & 5k, M IR &4 4 £F#7E ANI Pharmaceuticals, Inc.PA2.112%
T UK JNovitium Pharma LLC. 20214117, — R AFTCHEE R ZB W s ExE w7 L
SMX-TMPHO R EF R A0 REEE - RHERMANE S, HAFTCEKANIE T & UK 4

M ANTEISMX-TMP 0 AR & 35 % Ao 0 2 K A | 89 AR F1 K P2 3| & 45 Prasco LLC., (&
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https://www.reuters.com/technology/apple-complies-with-dutch-watchdog-ruling-payment-options-netherlands-2022-01-15/
https://www.reuters.com/technology/apple-complies-with-dutch-watchdog-ruling-payment-options-netherlands-2022-01-15/
https://ec.europa.eu/commission/presscorner/detail/en/ip_22_343
https://ec.europa.eu/commission/presscorner/detail/en/ip_22_343
https://ec.europa.eu/commission/presscorner/detail/en/ip_22_343
https://www.ftc.gov/news-events/press-releases/2022/01/ftc-approves-final-order-requiring-generic-drug-marketers-ani
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FTC Approves an Order on ANI Pharmaceuticals’ Acquisition of Novitium Pharma

On January 12, 2022, FTC approved a final order settling charges that ANI Pharmaceuticals, Inc.
(“ANI")’s USD 210 million acquisition of Novitium Pharma LLC (“Novitium Pharma”) violated anti-
trust law. In the November of 2021, a complaint sent to FTC alleging that the acquisition as proposed
likely would have harmed competition in the U.S. markets for generic SMX-TMP oral suspension and
generic dexamethasone tablets. The final order requires ANI and Novitium Pharma to divest ANI’s
rights and assets to generic SMX-TMP oral suspension and generic dexamethasone tablets to Prasco
LLC within 10 days after the acquisition is final. (More)

Bk 7 3% B B ElFacebook x T ®SHFTCHR ¥ R Z BT VR A B iF K

2022F1A12H, =EFMLTHFRXERFHE, I EMeta Platforms Inc. % T ##HFTCH & A 8 F
UNBE K. FTCY DA 44 o £ R 287 iF 1 . FTCT 202048 12 A #2 Vi Facebook il | £ 78 #F 25 1 1k
WAL, EEEU “RELI RS B ERELR/E” AHKEZE. FICT
2021 F8 Al EHTR AT, HHECEET R4 M F 5K IEH Facebookf F 2 Wit i, F HiE L
REFTABZER. (EFEEZL)

Judge Refuses to Throw Out Facebook Antitrust Lawsuit

On January 12, 2022, United States District Court for the District of Columbia denied Facebook’s mo-
tion to dismiss FTC’s antitrust lawsuit against it. FTC sued Facebook in the December of 2020, but the
Judge dismissed the case for being “legally insufficient” and “light on specific factual allegations.” FTC
filed the case again in August, alleging they have "enough facts to plausibly establish” that Facebook
has monopoly power and has willfully maintained that power through anticompetitive conduct. (More)

B F 165 B MR A S H P ik KX 287 & # = F

202241 H10H, BB AF. HFRUITAF. TMFAFFIMEEHNAAFHIEEERT K2
Wrik i B B B AR, B, XEAFELEEERFE I E T LR EF ENE ¥ &5,
MR T M 2d, KATIRE T AFHFLERZEWEF. BRERZWE A4S FRTHR
THN® R, BEZZFREEEDAINFRETRTFRT FIFANFHEXMAEN, BTHAL
LT, ZRAREERBER, FEREAFELRXRTH. (EEESL)

Yale And Other 16 Top U.S. Universities Hit with Lawsuit for Allegedly Price Fixing
Student Aid

On January 10, 2022, Yale and the other 16 country’s top universities were reported that they are facing
a federal lawsuit over allegations they violated antitrust laws. The universities allegedly took part in
price-fixing by using a shared methodology to determine students’ financial needs, which will prevent
competition to offer more generous aid packages. The suit alleges that at least nine of the schools con-
sidered potential students’ ability to pay tuition in some admissions and waiting list decisions, which is
prohibited for universities claiming the antitrust exemption. The lawsuit seeks unspecified damages and
for the universities to stop working together to determine financial needs. (More)
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https://www.ftc.gov/news-events/press-releases/2022/01/ftc-approves-final-order-requiring-generic-drug-marketers-ani
https://www.forbes.com/sites/alisondurkee/2022/01/11/judge-refuses-to-throw-out-facebook-antitrust-lawsuit/?sh=7c68857b2321
https://www.forbes.com/sites/alisondurkee/2022/01/11/judge-refuses-to-throw-out-facebook-antitrust-lawsuit/?sh=7c68857b2321
https://www.forbes.com/sites/carlieporterfield/2022/01/10/yale-and-other-top-us-universities-hit-with-lawsuit-for-allegedly-price-fixing-student-aid/?sh=eb8857b10ce5
https://www.forbes.com/sites/carlieporterfield/2022/01/10/yale-and-other-top-us-universities-hit-with-lawsuit-for-allegedly-price-fixing-student-aid/?sh=eb8857b10ce5
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FEERERZA (RITREANANERRBSACRE I E A E)

(iE) HRATEREAEEEREAIERNREERE2EER: (1) AHREEMBEISEN
EEWEKER; () HXRARRIAMMAERRT, sSMakeE, S LE RIERBE
BRe, AR AL REE, BHEBREREFAHAER; Q) XEEMRIUMEENE
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AEAHRE. BEFEEERE, NEEN, BETH., ZHEE, BEFARFAZ. (&
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CBIRC Releases Measures for Risk Supervision of Information Technology Out-
sourcing of Banking and Insurance Institutions

On 31 December 2021, China Banking and Insurance Regulatory Commission (CBIRC) released
Measures for Risk Supervision of Information Technology Outsourcing of Banking and Insurance In-
stitutions (the Measures), aiming to furtherly strengthen risk supervision for information technology
outsourcing of banking and insurance institutions, to promote banking and insurance institutions to
improve their management of information technology outsourcing, and to promote banking and insur-
ance institutions to steadily carry out digital transformation.

The Measures put forward comprehensive requirements for IT outsourcing risk management of bank-
ing and insurance institutions: (1) Clarify the overall requirements for IT outsourcing risk manage-
ment; (2) Put forward clear requirements for the organization and responsibilities, outsourcing strate-
gy, outsourcing prohibition, service provider management strategy, outsourcing classification, out-
sourcing hierarchical management, exit strategy, etc. of Bancassurance institutions; (3) Put forward
regulatory requirements for IT outsourcing access, including pre-access assessment, due diligence,
contracts, etc.; (4) Make provisions on outsourcing process monitoring, efficiency and quality monitor-
ing, service monitoring and evaluation, service provider operation monitoring, anomaly correction,
related outsourcing evaluation, and outsourcing termination; (5) Standardize the risk management of
IT outsourcing, and put forward requirements for outsourcing risk identification and evaluation, busi-
ness continuity management and information security management; (6) Make provisions on the imple-
mentation of outsourcing supervision and management by regulators, including prior reporting require-
ments, major event reports, regulatory evaluation, supervision and inspection, risk monitoring, regula-
tory intervention, on-site verification, regulatory accountability, etc. (More)
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NRRTTAEEREN,

B (18 WRFERH, FEFREFETERET SN CERELM VARG, BEF
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NITS Solicits Public Comments on Evaluation Guide for Effective Utilization of
Public Health Emergency Data (Exposure Draft)

On 17 January 2022, China National Information Technology Standardization Network (NITS) issued
Evaluation Guide for Effective Utilization of Public Health Emergency Data (Exposure Draft) (the
Guide) to solicit public comments. According to the formation description of the Guide, the preven-
tion and control of COVID-19 epidemic has exposed problems including lag of data infrastructure
construction and lack of central nervous system of data. Standardized data regulations are required to
make up for the short board standard of the current public health emergency sector. The Guide aims to
provide solutions to data misalignment and disorder, such as data inaccessibility, data inferior quality,
dysfunction of data sharing, uncontrollability of data integration, etc. The Guide provides basic princi-
ples, evaluation framework, description of evaluation elements, selection factors of evaluation ele-
ments and their applicable objects and scenarios for the effective utilization of public health emergen-
cy data. It is applicable to the effective data utilization planning, design, implementation, evaluation,
audit, reporting and continuous improvement in the the course of prevention, emergency response and
recovery from public health emergencies in all regions. (More)

ABIXAXRT RS FEEFARBEREXREATEL

2022 12A24H, ExXARHREZ. THLELR. YEAEL. ThMEEMA. AN FHFEM
SRIER ., KUY RAAH. HEHH. ARRT. RELAAHIIXAX TR FEFAREE
FELRMETEL (UTHKE “(EL) 7)) . (BL) NEgazEANE. RAKER
AFAE, R BEFFE, HEBAFLARE N, RELFERZEMRERE A TEANTF, §&
BTt k. (BL) £, BBIT (REWE) , TEHELLE. PABERYF
EREAN, FANTELLHELZAN, ZEERPERT ‘DR R AHEL” BE
HE, REFAZLRNEERSFHELLHE. B, cRBREEEAFATTIE, (L)
EHERZREEM Az 2o B8, NTEEELEXEHETH, RERATHTETHER
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Nine Ministries Jointly Issue Opinions on Promoting the Healthy and Sustainable De-
velopment of Platform Economy

On 24 December 2022, National Development and Reform Commission, State Administration for Market
Regulation, Cyberspace Administration of China, Ministry of Industry and Information Technology of the
People’s Republic of China, Ministry of Human Resources and Social Security of the People’s Republic
of China, Ministry of Agriculture and Rural Affairs of the People’s Republic of China, Ministry of Com-
merce of the People’s Republic of China, the People’s Bank of China, State Taxation Administration
jointly issued Opinions on Promoting the Healthy and Sustainable Development of Platform Economy
(the Opinions). The Opinions put forward 19 specific measures from six aspects: perfecting the rules and
systems, improving the supervision ability and level, optimizing the development environment, enhancing
the innovation and development ability, enabling the transformation and development of the economy and
safeguard measures. The Opinions put forward that it is necessary to revise the Anti-Monopoly Law, im-
prove the supporting rules of the Data Security Law and Personal Information Protection Law, refine the
data processing rules of platform enterprises, improve the supervision system of cross-border data flow
with classification plus negative list, and explore and formulate the security system of Internet infor-
mation service algorithm. At the same time, in terms of improving the supervision ability and level, the
Opinions point out that safety supervision of data and algorithms shall be explored, unnecessary data col-
lection shall be strictly controlled, and data abuse such as black-market data trading and big data discrimi-
nation shall be cracked down on in accordance with the law and regulations. The Opinions also propose
that it is necessary to promote platform enterprises to deeply implement the cyber security level protection
system, explore and carry out data security risk situation monitoring and notification, and establish an
emergency response mechanism. In addition, the Opinions emphasize the platform supervision in the pay-
ment field, require standardizing the use of platform data, strictly supervise the credit investigation busi-
ness, and ensure the licensed and compliant operation in accordance with the law. (More)
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MIIT Points out Three Key Aspects of APP Special Governance in 2022

On 20 January 2022, the State Council Information Office of PRC held press conference on development
of industry and informatization in 2021. Zhiguo ZHAO, press spokesman of the Ministry of Industry and
Information Technology (MIIT) and director of the Information and Communication Administration,
made an introduction of the circumstance of APP special governance. According to ZHAO, in 2021,
MIIT focused on mobile phone permissions illegal invocation, personal information excessive collection,
vigorously promoting APP special governance. Additionally, MIIT successfully built a national online
platform for APP compliance testing, with the capability to test 180,000 APPs per month. MIIT also de-
veloped technical detection for APP, and basically solved the problems of popup messages, which used to
be hard to quit and frequently skip to other links without permission. Looking ahead, in 2022, MIIT plans
to focus on the following aspects: (1) Adhere to comprehensive management and improve the whole su-
pervision chain. Focus on the supervision of key responsibility chain, realize the full supervision coverage
of application stores, third-party software development kits (SDKs), terminal enterprises and key Internet
enterprises, and create a safer information and communication consumption environment. (2) Deepen the
"524 Action", i.e., the Information and Communication Service Perception Improvement Action, improve
the service level, and steadily promote relevant enterprises to implement the tasks and requirements of the
action; timely organize review to better consolidate the effectiveness of various work and improve users'
sense of acquisition. (3) Promote coordinated governance and establish a long-term mechanism. Strength-
en coordination with relevant departments, form a joint regulatory force, and build a comprehensive regu-
latory pattern with the participation of government supervision, enterprise self-discipline, media supervi-
sion, social organizations, and users, so as to create a safer and cleaner APP application environment.

(More)
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CAICT and QI-ANXIN Jointly Release Data Security Risk Analysis and Counter-
measures (2022)

On 17 January 2022, China Academy of Information and Communications Technology (CAICT) and QI-
ANXIN jointly compiled and released Data Security Risk Analysis and Countermeasures (2022) (the Re-
port). The Report analyzes and studies the internal and external data security risks faced by enterprises
from both theoretical and practical levels and completes the exploration in the following aspects: First, it
combs the prominent problems faced by current data security; Second, it puts forward the acting direction
and key measures for the construction of data security system; Third, it puts forward suggestions on the
development of data security construction. According to the Report, the current data security faces several
prominent problems: First, APP’s excessive collection of user information; Second, the weak password of,
account is widely used; Third, the data authority distribution and use are opaque; Fourth, APLjnterface
faces serious attack threat; Fifth, the continuous state of data security is difficult to maintain.
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Shanghai Issues Measures of Shanghai Municipality on the Administration of Testing and Applica-
tion of Intelligent Networked Vehicles

On 21 January 2022, Shanghai Municipal People's Government issued Measures of Shanghai Municipality
on the Administration of Testing and Application of Intelligent Networked Vehicles (the Measures). The
Measures will come into force as of 15 February 2022, aiming to promote the healthy and orderly develop-
ment of the intelligent connected vehicle industry, standardize the intelligent connected vehicle testing and
application activities, and ensure road traffic safety. The Measures are applicable to testing and application
of conditional automatic driving and highly automatic driving intelligent networked vehicle and improve
the test and application process of intelligent networked vehicles from four aspects: road test, demonstra-
tion application, demonstration operation and commercial operation. It is clear that Shanghai gives priority
to supporting the testing and application of intelligent connected vehicles in the application fields of logis-
tics distribution, short-distance connection, intelligent public transportation, and maintenance operations,
and cultivating new business forms in the field of intelligent transportation. The Measures clarify the divi-
sion of responsibilities of each department. The municipal network information and communication man-
agement department is responsible for the network and data security management of intelligent connected
vehicles and specify the network and data security protection in the test and application process of intelli-
gent connected vehicles in a special chapter. It is required to implement the network security protection sys-
tem, clarify the responsibility of data security protection, establish a personal information protection sys-
tem, and standardize the requirements for cross-border data transmission. (More)
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Zhejiang Province Passes the Regulations of Zhejiang Province on Public Data

n 21 January 2022, Zhejiang Provincial People's Congress passed and issued the Regulations of
Zhejiang Province on Public Data (the Regulations), which will come into force as of 1 March 2022. The
Regulations make a definition of public data, with a chapter to give guidance on specification of the con-
struction of integrated intelligent public data platform, conforming digital reform of Zhejiang Province.
The Regulations excavate value of public data to the greatest extent, stipulating that public data shall be
shared in principle, and that on the premise of ensuring data security, in addition to government depart-
ments, data can also be opened to the public in an orderly manner. The Regulations also make it clear that
the government can authorize entities that meet the safety conditions to operate public data and strengthen
public participation. In addition to the above opening-up measures, the Regulations also make require-
ments for the security of public data, including that authorized units shall not provide raw data to third
parties. It also established the responsibility of collectors, users, and operators of the public data. At the
same time, the normalized operation and management mechanism of data security is established. For pro-
tection of individual rights and interests, the Regulations stipulate that when individuals believe that the
opening of public data breaches their legitimate rights and interests, they own the right to request the pub-
lic management and service institutions to withdraw the data. (More)
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APP “Xiaohongshu” Fined RMB 300,000 for Violation of the Law on the Protection
of Minors

On 14 January 2022, Creditchina.gov.cn published a notice on an administrative penalty of RMB 300,000
for Xingyin Information Technology (Shanghai) Co., Ltd., which is the operator of Chinese famous com-
munity APP “Xiaohongshu”. The punishment authority is Shanghai Huangpu District Culture and Tour-
ism Bureau, and basis of the punishment is Article 127 of the Law on the Protection of Minors, which
stipulates that when a network service provider finds that a user publishes or disseminates information
containing content harmful to the physical and mental health of minors, it shall immediately stop trans-
mitting relevant information and take disposal measures such as deletion, shielding and disconnection of
links. In response, the company declared that the punishment was due to the omission of minors’ infor-
mation audit discloused in CCTV report in December 2021, and “Xiaohongshu” would continue to im-
prove its ability to identify bad information and improve its platform governance. In December 2021,
CCTYV reported that Xiaohongshu was suspected of divulging minors’ privacy and its lax content audit.
(More)
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Chongzuo Branch of Agricultural Bank of China Fined RMB 11,420,000 for Illegal
Use of Personal Financial Information

On 12 January 2022, according to the announcement on the official website of Nanning central branch
of the People's Bank of China (PBC), Chongzuo branch of Agricultural Bank of China was warned and
fined RMB 11,420,000 for using personal financial information in violation of regulations and failing to
keep the customer's identity data completely as required. On 10 December 2021, Chongzuo Preschool
Normal School said that recently, the school's enrollment and employment department and finance de-
partment received reports from the 2020 graduates who had left the school that their bank cards were
handled with class II and class III sub cards without their consent. Then, the Agricultural Bank of China
Guangxi branch announced in its WeChat official account that "After verification, it is confirmed that
that our bank's business offices under the jurisdiction of Jiang Zhou branch are not fully communicated
with customers, internal audit is lax, and the operation is not standardized." It also said that it would get
the relevant students one by one as soon as possible and cancel their redundant accounts with consent.
(More)
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EDPB Publishes Legal Study on Government Access to Data in Third Countries

On 8 November 2021, the European Data Protection Board (“EDPB”) published a legal study, prepared
by external providers, on Government access to data in third countries. In particular, the study states
that it is part of a study analyzing the implications for the work of the EU and the EEA data protection
supervisory authorities in relation to transfers of personal data to third countries after the Court of Jus-
tice of the European Union's judgment in Data Protection Commissioner v. Facebook Ireland Ltd, Max-
imilian Schrems (C-311/18). In addition, the study notes that it provides the EDPB and the supervisory
authorities in the EU and EEA with information on the legislation and practice in China, India, and Rus-
sia on their governments' access to personal data processed by economic operators. (More)
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MEPs Approves Digital Services Act to Tackle Illegal Content

On 20 January 2022, Members of the European Parliament agreed The Digital Services Act (DSA) to
tackle illegal content, to ensure platforms are held accountable for their algorithms, and improve content
moderation. DSA stipulates obligations of platforms to remove illegal content and preventing the spread
of disinformation. It defines clear responsibilities and accountability for providers of intermediary ser-
vices, and in particular online platforms, such as social media and marketplaces. Additionally, DSA sets
additional obligations for very large platforms, which will be subject to specific obligations due to the
particular risks they pose regarding the dissemination of both illegal and harmful content. The DSA
would help to tackle harmful content (which might not be illegal) and the spread of disinformation by in-
cluding provisions on mandatory risk assessments, risk mitigation measures, independent audits and the
transparency of so-called “recommender systems” (algorithms that determine what users see). Other key
points include exempting micro and small enterprises from certain DSA obligations, more choice on algo-
rithm-based ranking, etc. (More)
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https://www.europarl.europa.eu/news/en/press-room/20220114IPR21017/digital-services-act-regulating-platforms-for-a-safer-online-space-for-users
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US Lawmakers Propose Data Transparency Bill

On 13 January 2022, U.S. Senators and Representative introduced the Terms-of-service Labeling, Design
and Readability (TLDR) Act to require commercial websites and mobile apps to create a simple and
readable summary of their terms-of-service agreements. The TLDR Act would increase online transpar-
ency and ensure consumers are informed about how their personal data is collected and used. Small busi-
nesses are exempt from the law. The TLDR Act gives consumers transparency by requiring terms-of-
service summaries to include: (1) The type of consumer information being collected; (2) Whether the da-
ta collected is necessary for the company to provide consumers their service; (3) A graphic diagram of
how consumer data is shared with third parties; (4) Whether a consumer can delete their data and instruc-
tions on how to do so; (5) The legal liabilities of a consumer using the service, including their rights to
their content, mandatory arbitration, and class action waivers.; (6) A list of reported data breaches from
the past three years. (More)
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Fines for Breaches of EU Privacy Law Spike Sevenfold to $1.2 Billion

According to CNBC.com report on 18 January 2022, EU data protection authorities have handed out a
total of $1.25 billion in fines over breaches of the bloc’s General Data Protection Regulation since Jan.
28, 2021, law firm DLA Piper said in a report published Tuesday. That’s up from about $180 million a
year earlier. Notifications of data breaches from firms to regulators climbed more modestly, by 8% to
356 a day on average. GDPR has been in force since 2018. The sweeping changes to EU’s data rules are
aimed at giving consumers in Europe more control over their information. Last year saw EU regulators
impose record fines under GDPR, with Big Tech taking the brunt of the penalties. (More)
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Germany DSK Open Consultation on TTDSG Guidance

On 14 January 2022, The German Data Protection Conference (“DSK”) announced that it had opened a

public consultation on its guidance on the Federal Act on the Regulation of Data Protection and Privacy

in Telecommunications and Telemedia, which entered into force on 1 December 2021. In particular, the

DSK noted that the consultation process is intended to review and, if necessary, further developghe guid-

ance, but does not affect its validity and application. (More)
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Spanish AEPD Fine Unnamed Person €1,500 for Unlawful Use of Video Surveil-
lance

On 13 January 2022, the Spanish data protection authority (“AEPD”) published its decision, in which it
fined an unnamed person €1,500 for violations of Articles 5(1)(c) and 13 of the General Data Protec-
tion Regulation (“GDPR”), following their unlawful use of video surveillance cameras, in violation of
the data minimization principle and failing to provide sufficient information to data subjects. Addition-
ally, the AEPD ordered the company to comply with the following measures, among others, within ten
days of the decision: (1) to provide images that are observed with the devices in question, indicating on
a location map the parts that correspond to the data controller's particular property; (2) to prove that the
data controller removed the cameras from their current locations, or redirected them to an appropriate
area; (3) to certify that it has proceeded to place the informative notice in the video-monitored areas
and located the cameras in a sufficiently visible place, both in open and closed spaces; and (4) to certify
that it keeps the information referred to in the GDPR available to those affected. (More)
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This Newsletter has been prepared for clients and professional associates of Lifang & Partners. Whilst every effort
has been made to ensure accuracy, no responsibility can be accepted for errors and omissions, however caused.
The information contained in this publication should not be relied on as legal advice and should not be regarded as
a substitute for detailed advice in individual cases.
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