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“Guiding Opinions on Further Strengthening the Construction of Overseas Intellectual Property Disputes
Coping Mechanism” is released

B AUACH 2 5K B An 3k /] R AT HY AR R X 4
Patent claim interpretation and joint infringement determination and liability division
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Joint Statements on Cooperation among Fifth Design Offices and Fifth Trademark Offices of China, the
United States, Europe, Japan and South Korea for 2021 are released
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AUX v. Gree awarded 160 million+ compensation for infringement
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Chinese well-known trademark " Hongloumeng" in the wine industry will be judicial auctioned starting
from 70 million yuan
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89-year-old professor in Wuhan sued CNKI and received more than 700,000 yuan in compensation
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A company was fined 4 million for selling pirate chips
2EERHERHE “HE ERELFEH ! BARRE25005 7 T

The first game map "swap skin" infringement case was finalized! Tencent received more than 25 million
yuan in compensation
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"Special effects props" were identified as audiovisual works
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Warner asking Apple to remove Huya APP, which constitutes an "improper complaint"
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The United States Patent and Trademark Office made a sanction against Shenzhen Huanyee Intellectual
Property Company, and more than 1.5w US trademarks were invalidated

I %4 ik A Weekly Competition Law News By Lifang & Partners
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Beijing Strengthens Antitrust Enforcement in Medicine, Building Materials, Education and Other Areas
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SAMR Establishes Competition Policy and Big Data Center
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Hainan IP Court Hears 12 Antitrust Administrative Cases Brought against Hainan AMR
WARBTF e REHENFEEFFETELW

Shandong AMR Holds Antitrust and Fair Competition Review Meeting

CMAF HA4R & 3 R A B Ay WK ZWT IR T 7 377 36 % A VH 38 & A
CMA’s Interim Report: Apple and Google Duopoly Limits Competition and Choice
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Hyundai and Daewoo Deal May Face EU Antitrust Veto

W& &a 58 #EAM Cybersecurity and Data Protection
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China's First Local Regulations on Cybersecurity and Informatization: Regulations on Cybersecurity and Informatization
in Hunan Province Will Come into Force on January 1, 2022

(AppiE EH AR EEANAR R BN FRE) ZA
The Monitoring and Analysis Report on Apps’ Illlegal Collection and Use of Personal Information was Released
enER (eREELe BEZTEAR) EREL
the CFSTC Solicits Comments on Financial Data Security - Data Security Assessment Specification
Mgkt e EBEREELLANARTEFE
Guangzhou Haizhu Introduces China's First Pilot Work Program for Data Brokers
T3 BT 106K & F F P AXALAPP L #
The MIIT Has Removed 106 Apps That Violate the Rights of Users
FEEERBR 60/ MY B, KERR “KERZLXFAR 1L
CAICT and More Than 60 Enterprises plan to Jointly Launch The "Data Security Community" Plan
5 5] fu 2 [E AR R AR A 1F X R
US and UK Commit to Deepen the Data Partnership
FIRZHAERY E R 2 137 XA Instagramy )k 2 f & H £
Irish DPC Submits Draft Decision Inquiry into Instagram
FZHRERFZ R 5 Mg K EE K275 BT
Dutch DPA Fines Tax Authority 2.75M Euros
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“Guiding Opinions on Further Strengthening the Construction of Overseas Intellectu-
al Property Disputes Coping Mechanism” is released

Recently, Chinese National Intellectual Property Administration and China Council for the Promotion
of International Trade issued the "Guiding Opinions on Further Strengthening the Construction of
Overseas Intellectual Property Disputes Coping Mechanisms" (hereinafter, "Opinions").

"Opinions" put forward overall requirements and set work goals. By 2025, a coping mechanism for
overseas intellectual property disputes featuring horizontal interconnection, vertical intercommunica-
tion, central-local coordination, cooperation and sharing is to be established, a convenient and efficient
early warning and emergency mechanism of international intellectual property risk is to be initially
formed, the foreign intellectual property risk prevention and control system is to be more complete, and
the guidance service network for handling overseas intellectual property disputes is to be improved.
"Opinions" require to improve the work system, and enrich the overseas intellectual property dispute
coping network; strengthen the guide services, and improve the coping capability for overseas intellec-
tual property disputes; strengthen information services, and optimize the overseas intellectual property
dynamic release mechanism; strengthen professional construction, and improve the capability for mar-
ket players coping with overseas dispute; strengthen organizational guarantees and consolidate the
foundation for the establishment of overseas dispute response mechanisms.

Source: Chinese National Intellectual Property Administration
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Patent claim interpretation and joint infringement determination and liability divi-
sion

Recently, the intellectual property tribunal of the Supreme People’s Court concluded an invention patent
infringement dispute in which the patent is named "a touch screen and a multi-channel sampling method
thereof”, and judged that accused infringers should compensate the patentee 2.926 million yuan for eco-
nomic losses and 200,000 yuan for reasonable expenses.

The court of first instance held that the accused infringing product did not fall into the protection scope
of the subject patent, and the claim of the patentee Huaxin Company could not be supported. Huaxin
Company filed an appeal with the Supreme People’s Court, claiming that the court of first instance had
an error in the interpretation of the claims and wrongly determined that "a touch screen" and "touch de-
tection area" must be physical screen structures, and then wrongly determined that the accused infring-
ing product did not fall into the protection scope of the patent. In the second instance, the court found
that the five defendant companies had cross-shareholdings, and each defendant had a different division
of labor.

The Supreme People’s Court held that: regarding the interpretation of claims, the accused infringing
product has the technical features of “touch screen”, “touch detection area” and other technical features,
and the accused infringing product falls into the protection scope of the subject patent; regarding the
issue of joint infringement, the defendants Chengke Company, Junhai Company and Zhaoke Company
had information exchange, division of labor and cooperation, and jointly carried out actions for infring-
ing the subject patent rights, and had no other substantive production and operation activities, thus they
should be deemed as totally rely on infringement. The defandants Junling company and Xiaxin compa-
ny are only processing agents and there is no evidence proving that the two companies have intentional
infringements, but their respective actions still have severe negligence and certain negligence; regarding
liability for infringement, the court determined the compensation amount and share of reasonable ex-
penses according to the different circumstances of each defendant.

Source: Intellectual Property Tribunal of the Supreme People’s Court
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Joint Statements on Cooperation among Fifth Design Offices and Fifth Trademark
Offices of China, the United States, Europe, Japan and South Korea for 2021 are
released

From November 1st to 2nd and 3rd to 5th, 2021, Chinese National Intellectual Property Administration
hosted the 2021 China-US-Europe-Japan-Korea Five Design Offices Cooperation Annual Meeting and
the 2021 China-US-Europe-Japan-Korea Five Trademark Offices Cooperation Annual meeting online
respectively. At the meeting, representatives of the five offices reached consensus on the content of two
statements. Both statements have passed the examination procedures of each office and have been offi-
cially released.

The two statements reflect the intention and determination of the five countries to further strengthen co-
operation in the context of the digital economy and the development of emerging technologies and the
huge impact of the COVID-19 epidemic on the intellectual property system. The cooperation between
all parties mainly focuses on cooperation in digital and emerging technologies, adjusting and improving
the cooperation mechanism, and continuing to strengthen cooperation with WIPO, and devoting to the
smooth operation of the intellectual property ecosystem.

Source: Chinese National Intellectual Property Administration
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AUX v. Gree awarded 160 million+ compensation for infringement

In January 2019, AUX sued Gree for patent infringement in two cases at the same time. The two cases
went through the procedures of jurisdictional objection and appeal, judicial expertise, and invalidation.
After many court sessions, Ningbo Intermediate People's Court made judgement on the two cases in De-
cember 2021, confirming the two patents are infringed and awarding 96 million and 70.6 million com-
pensations totaling approximately 160 million+.

The plaintiff submitted to the court an expert supporter's report on the calculation of damages and ap-
plied for the expert supporter to attend the hearing. The court held that the reasonable profit rate of in-
fringing products requires not only the general profit rate of similar products in the industry, but also the
individual profit rate of the accused subject, etc.. Specifically, the patent technology measurement indi-
cators may include patent type, patent validity term, claim numbers, the number of simple patent family
members, the total number that simple patent family members being cited, market value measurement
of patent applications, etc..

Source: IP database
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Chinese well-known trademark " Hongloumeng' in the wine industry will be judi-
cial auctioned starting from 70 million yuan

From January 4th to January 5th, 2022, the Neijiang Intermediate People’s Court of Sichuan Province
will auction 26 trademarks including the "Hongloumeng" etc. owned by Yibin Hongloumeng Winery
Co., Ltd. (Yibin Hongloumeng Winery) on Taobao's judicial auction network platform with a starting
price of 70 million yuan.

It is reported that " Hongloumeng" is a well-known trademark of the wine industry in China, and it is
one of Chinese seven historical and cultural wines. Yibin Hongloumeng Winery was once a listed com-
pany. This auction was caused by the plaintiff Zhejiang Zheshang Asset Management Co., Ltd. applying
for the court to enforce the creditor's rights of Yibin Hongloumeng Winery, Sichuan Yibin Xingye
Group Co., Ltd. due to financial loan contract disputes..

Source: Upstream News
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89-year-old professor in Wuhan sued CNKI and received more than 700,000 yuan in
compensation

Zhao Dexin, an 89-year-old retired professor of Zhongnan University of Economics and Law, filed law-
suits against CNKI for collecting more than 100 of his papers without authorization and has recently
won all of them. He has received a total of more than 700,000 yuan in compensation. At present, CNKI
has removed all the papers of Professor Zhao Dexin from the website. Beginning in August 2020, Zhao
Dexin has successively filed lawsuits against CNKI operating company "Chinese Academic Journal
(CD-ROM Version)" Electronic Magazine Co., Ltd. in Beijing Internet Court. On December 30, 2020,
the Beijing Internet Court made a first-instance judgment: the defendant "China Academic Journal (CD-
ROM Version)" Electronic Magazine Co., Ltd. compensated Zhao Dexin for economic losses of 2,800
yuan and reasonable expenses of 534 yuan, totaling 3334 yuan.

“Professor Zhao Dexin’s victory not only protects the rights of the majority of authors, but also affects

the business process of relevant journal databases, prompting them to pay more attention to the protec-
tion of intellectual property rights,” said Wan Yong, a professor at Law School of Renmin University of
China.

Source: Changjiang Daily
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A company was fined 4 million for selling pirate chips

In 2016, Mr. Tao, a salesperson of company G, found that CH340 chips had a large sales volume during
market research and promotion, so he obtained genuine CH340 chips from the market and entrusted oth-
er companies to crack the circuit layout of each layers of CH340 chips, extract the GDS files, reproduce
the mask tools, produce the wafers, and package, and then sell it under the name of GC9034 chip of
company G without authorization. From September 2016 to December 2019, Company G sold a total of
more than 8.3 million GC9034 chips that infringed the copyright of Qinheng Company, with a sales
amount of more than RMB 7.3 million. The above-mentioned income belongs to the company of G.

After sampling and authentication, the software code, process type, and top-level layout of the chip re-
lated to the infringing chip seized by the public security agency from the warehouse of company G are
basically the same as those of the CH340 chip of Qinheng Company, and the similarity percentage is
100% or more than 90%. The aforementioned behavior is a typical crime committed in the name of a
unit and the illegal income belongs to the unit.

The Nanjing Yuhuatai District Court ruled that the defendant company G and the defendants Mr. Xu
and Mr. Tao constituted the crime of copyright infringement. In accordance with the law, the defendant
company G was sentenced to a fine of RMB 4 million; the defendant Mr. Xu was sentenced to four
years’ imprisonment and a fine of RMB 360,000; the defendant Mr. Tao was sentenced to three years
and two months’ imprisonment and a fine RMB 100,000; and the infringing products are seized. The
defendant company and the defendants refused to accept the result and appealed to the Nanjing Interme-
diate People's Court. Nanjing Intermediate People's Court made the second-instance judgment of reject-
ing the appeal request and upheld the original judgment.

Source: Nanjing Intermediate People's Court
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The first game map "'swap skin" infringement case was finalized! Tencent received
more than 25 million yuan in compensation

On December 6, 2021, the Guangdong Higher People's Court publicly pronounced on Tencent vs.
Changyou Yunduan, Hero Mutual Entertainment copyright infringement and unfair competition ap-
peals. It ruled that the defendants should stop the infringement actions and compensate Tencent for
more than 2,500 yuan for economic losses. "Cross Fire" was developed by a South Korean company,
and Tencent is its sole agency operator in mainland China. "Nationwide Gunfight" is an online game
promoted by the two defendants. In 2017, Tencent sued the two defendants for copyright infringement
and unfair competition, claiming 98 million yuan.

The Shenzhen Intermediate People's Court made the firs-instance judgement, confirming that the six
maps of "Nationwide Gunfight" accused constitute copyright infringement, and ordered the defendants
to stop the infringement actions and compensate more than 45 million yuan in damages. In the second
instance, Guangdong Higher People's Court held that the virtual space constructed by the game map is
to a certain extent a digital expression that simulates the real world, and is an important platform for re-
alizing the interaction between virtual and reality. When the spatial layout structure of the game map is
sufficiently specific and conforms to the characteristics of graphic works, it can be protected as a graph-
ic work. The court also held that anyone can only claim copyright for his own original content, and any
elements in the public domain and non-original content should be excluded from the protection scope of
the Copyright Law. Accordingly, the court finally determined that four maps constitute infringement,
and two maps do not constitute substantial similarity. Regarding the amount of compensation, the court
calculated the profit of "National Gunfight" x the overall contribution rate of the game map to the entire
game x the utilization rate of the infringing game map in all game maps", and finally determined that
the infringing game map earned more than 25 million yuan in profit.

Source: Xinhua News Agency
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"Special effects props' were identified as audiovisual works

On November 30, 2021, the Hangzhou Internet Court pronounced on a case involving infringement of
the information network dissemination rights and unfair competition disputes due to the provision of
special effects props in short video applications. The defendant was sentenced to stop the infringement
and compensate for economic losses and reasonable expenses totaling 200,000 yuan.

The focus of the dispute in this case is whether the special effects props involved constitute audio-visual
works. The court finally determined that the basic display screens of window flower shear constitute
audio-visual works in the Copyright Law. The accused special effects props are highly similar in ap-
pearance to the content of window flower shear, they should be deemed as substantially similar. There-
fore, the defendant’s action of providing the accused special effects props in the application program
infringes the plaintiff's information network dissemination rights of audio-visual works.

This case fully considers the needs and characteristics of innovation under the background of "Internet
+", and from the perspective of promoting the healthy development of cultural and entertainment copy-
right protection, it is considered that the originality of the continuous picture should be analyzed on the
basis of a dichotomy though, and provided a practical analysis path for the originality judgment and
originality source identification of human-computer interactive audio-visual works.

Source: Hangzhou Internet Court
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Warner asking Apple to remove Huya APP, which constitutes an "improper com-
plaint"

Warner Company claimed that a total of 215 short videos on Huya's live broadcast platform infringed
the copyright of its music works, and since April 8, 2021, it has repeatedly filing complaints with the
third-party Apple, requesting the Apple App Store to remove huya’s app. After Apple received the com-
plaints, it forwarded them to Huya. In response, Huya Company filed a civil lawsuit against Warner
Company with "confirmation of non-infringement of copyright and unfair competition disputes”, re-
questing the court to rule that Warner Company should immediately stop complaining to Apple and
filed a behavior preservation application to the court.

The Guangzhou Internet Court held that the deletion measures taken by Huya Company had reached the
necessary level. Warner's request for Apple to remove huya’s app involved in the case belongs to an
abuse of rights. Regarding the infringing videos involved, even as Warner said, Huya can obtain direct
economic benefits from the content of the platform and is not a neutral network service provider, which
constitutes direct infringement and assistance in infringement, and the ‘“notification-necessary
measures” regulation cannot be applied, it only means that Huya Company needs to bear infringement
liability for infringing content. The "error" that constitutes the "error notification" refers to the notifica-
tion behavior, not the description of the right. In the end, the court ruled that Warner’s actions constitut-
ed an “error notice” and the complaint behavious against the Applicant Huya Company’s application
“Huya Live Platform” to the Apple App Store should be immediately stopped from the date of receiving
the ruling decision.

Source: China Business News

% B L A B R AR | Huanyeekn 7= 2 B fE R BRI, 1. bwk < B BAA B AE K

* E B 82021412 A 10 H, % B+ A # 47 B (USPTO) £ B W IE &, & A % & 3| Huanyee 41 iR 7= AL /2
AREPATEEFEENARNGF RIS, BT A LHET BEFEEFRE, REFF, BREE
B, EF FEIK P % £ TARLUSPTOR & AT &, S B A RE#15000 £ A~ % B B AF 2 # #
B, URKAZEIEZ AT, FATEFRNEIN R TR KMABUSPTOR X #i&. Z a4 LBl &
o

Sk JF: USPTO

The United States Patent and Trademark Office made a sanction against Shenzhen
Huanyee Intellectual Property Company, and more than 1.5w US trademarks were
invalidated

On December 10, 2021, U.S. time, the United States Patent and Trademark Office (USPTO) announced
on its official website the final sanction against Shenzhen Huanyee Intellectual Property Company and
its executive directors. Due to the company’s actions that violated the USPTO’s bottom line, including
illegal agency, signing application, providing false addresses, sharing application accounts, etc., more
than 15,000 US trademarks it represented were all invalidated, and the company, executive directors
and all employees of the company were permanently banned to submit applications to the USPTO on
behalf of other people. The order takes effect immediately.

Source: USPTO
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I K 3% 4 ik AR Weekly Competition Law News

I MERELR, M, HFHYFABRLZE R E

20214F12A 16 H, ®& 124 @, 362TE M “QIFHEAN” EFAES. ORKEER LA, L+
R TR ERESES, ARAFL., BM. £EHEEL, HFEIFAE, AR 2
BEREANE. ARFAEELTABRTFEEFGATH, #—FPBALGAELERS, RETFEE
HAE., BE. THEELRE. (EEEL)

Beijing Strengthens Antitrust Enforcement in Medicine, Building Materials, Educa-
tion and Other Areas

On December 16, 2021, the version 5.0 of "Innovation + Vitality" business environment reform, with 12
aspects and 362 measures, was officially released, which clearly states that Beijing will focus on phar-
maceutical, public utilities, building materials, education and other areas to strengthen anti-monopoly
supervision and enforcement, formulate compliance manuals for platform economy in key areas, further
strengthen compliance operation guidance, and promote standardized, healthy and sustainable develop-
ment of platform economy. (More)

WM E R REFBORE RS+ O R R

20214 12A16H, ExT7REEELR (“THHERR” ) EARLREEFAKE AHE
Pl RENE, TFREEAREF ONETERTRTRREY . TFRR. FELEFFR
BHRBERAR, AERZHFE, THHEN. ABELIMENEAIELE. (EFESL)

SAMR Establishes Competition Policy and Big Data Center

On December 16, 2021, the State Administration for Market Regulation announced its establishment of
Competition Policy and Big Data Center which serves the function of undertaking the study of policy
and theory in antitrust, competition policy and platform economy areas and conducting technical sup-
port for antitrust enforcement, market supervision and big data analysis. (More)

BE Pk T EI2R R 2R E M4

2021412150, BHEE BT ZBEHIRFRER (“BEAFER” ) AT T EFEI2E N F
KiEEE T REERER (“BEATER” ) REWMTERANEMN. BHFATHRELIIAL
BEREGE MK E L RO R, RETHXTINES, BTLE2HHIN, Fo AU
018FEHMEFTE X —MAWATHAM AR, &REH ERTHAT AR, 2748 LT
BRI, HERBEEMATEAT AR, (EEES)
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http://www.gov.cn/xinwen/2021-12/16/content_5661157.htm
http://www.gov.cn/xinwen/2021-12/16/content_5661157.htm
https://www.samr.gov.cn/xw/zj/202112/t20211217_338179.html
https://www.samr.gov.cn/xw/zj/202112/t20211217_338179.html
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Hainan IP Court Hears 12 Antitrust Administrative Cases Brought against Hainan
AMR

On December 15, 2021, the Intellectual Property Court of Hainan Free Trade Port (“Hainan IP Court”)
publicly heard 12 cases brought against the Administration for Market Regulation of Hainan Province
(“Hainan AMR”). Previously, Hainan AMR fined 12 plaintiffs of the current cases 1% of their respec-
tive sale amounts in 2018 for reaching monopoly agreement restricting market regulation. Now, these
12 companies filed the current cases to ask the court to withdraw these penalty decisions. (More)

WRHEF2EREHEAPREFEL LN

PH, WAET7REEER (“LWRETHER” ) BT 24 REH SN FEFFEL 2
Woe ETEREPRE2021FEZ AL 2 EFLI60, P HEATHXEMA RO, ZHF
WX RAE, THREZBTEGMH, WEASH 2.28 Lt. (EHEES)

Shandong AMR Holds Antitrust and Fair Competition Review Meeting

Recently, the Administration for Market Regulation of Shandong Province (“Shandong AMR™) hold
antitrust and fair competition review meeting, during which Shandong AMR announced that it had to-
tally investigated 16 antitrust cases, with 6 abuse cases, 4 monopoly agreement cases and 6 administra-
tive abuse cases, and with a totally fine and confiscation of CNY 228 million. (More)

CMAF it &: FERMBRILZYTIRF T T7HEFMERF LBEX

20214F12 A 14H, ZEx4FTHEER (M) AF, EXERMAHFIAELSFRS (Mobile
Ecosystem) FHH E B, FRMAHW N L ZUIRG T WH xSl FFHFN. CMAIA
K, ERFMAFAAMANTANT A EET BR—RNES RS, Hlt, HAa%UHENT
THEHEGEFRE. MMAAXRRT ZEHRD. RETE WEE, (EFES)

CMA’s Interim Report: Apple and Google Duopoly Limits Competition and Choice

On December 14, 2021, the Competition and Markets Authority (“CMA”)’s interim report into mobile
ecosystem indicated that Apple and Google duopoly limits competition and choice. CMA found that
Apple and Google have been able to leverage their market power to create largely self-contained eco-
systems. As a result, it is extremely difficult for any other firm to enter and compete meaningfully with
a new system. The CMA is concerned that this is leading to less competition and meaningful choice for
customers. (More)

HEIREI20ZETKYWAFEMR ZRAAETHK
20214 12F 128, #H#E, HEHNRE L (Hyundai Heavy Industries) *HFE % it F A Fit
A (Daewoo) ME201Z% THIK IR R AL, FEAT Y EAIEL R R # DU R K
BEFAmELENR, mHALTEE, ITFEERANRFFE (BEHE—FEL WHLE
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http://www.hinews.cn/news/system/2021/12/16/032667820.shtml
http://amr.shandong.gov.cn/art/2021/12/15/art_76477_10294372.html
http://amr.shandong.gov.cn/art/2021/12/15/art_76477_10294372.html
https://www.gov.uk/government/news/apple-and-google-duopoly-limits-competition-and-choice
https://www.gov.uk/government/news/apple-and-google-duopoly-limits-competition-and-choice
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) ReEiEmk, MERWAREARBR LWNE, BRAATHEAKREZR S LA FHER
—RZMEL. MHEEARET A EUNALZRE BTN G R T E. Fm, i i Ee
WENE—H, AR ZFTRET. (EEES)

Hyundai and Daewoo Deal May Face EU Antitrust Veto

On December 12, 2021, it was reported that South Korean shipbuilder Hyundai Heavy Industries’ pro-
posed acquisition of rival Daewoo Shipbuilding & Marine Engineering is set for an EU antitrust veto
after the companies declined to offer remedies to allay competition concerns. Hyundai expected uncon-
ditional European Commission clearance for the deal, which is unlikely after an informal offer of reme-
dies, which included the sale of part of a shipyard, fell short while a formal proposal was never put on
the table, the people said. Hyundai also said it expected the EU competition watchdog to reach the same
conclusions as regulators in Singapore, China and Kazakhstan which have already given the green light.
(More)

W %224 5#3E A H Cybersecurity and Data Protection

cEEHNE e A FEEN: (HEENEL2ehfe EHEA) BT
202241 A 1 H #AT

2021F12A3H, MEEAARZLBELT (HHENELZ2MERMEHR) (ULTHEERAY (&K
B >, Z (KA 2RERE—HERALENE 22 E LU THENE IO T EER,

(FH) REAAFIIANABRERERBRENEEZGLEARAS, ENEZEFRRF G Z B ERY
b, ZTERRY; AHARFERCERELNEZ2EEEZNG, NEEZELAZZ 2N
#ATRMFE, AEAMLERZLNRES, AHNEZLEHNIAESNE K ERFERAXI
¥, (BEEEZS)

China's First Local Regulations on Cybersecurity and Informatization: Regulations
on Cybersecurity and Informatization in Hunan Province Will Come into Force on
January 1, 2022

On December 3, 2021, the Standing Committee of the Hunan Provincial People's Congress adopted the
Regulations on Cybersecurity and Informatization in Hunan Province (Regulations), which is the first
provincial-level local regulations in China regulating both cybersecurity and informatization work.

The Regulations propose to implement key protection for important information systems not included in
the critical information infrastructure on the basis of the network security level protection system. It also
clarifies that protection measures include the establishment of network security information sharing
mechanism, the detection and assessment of security risks of important information systems, the organi-
zation of the network security emergency drills, and the technical support for emergency response to
cybersecurity incidents and recovery of network functions. (More)
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https://www.competitionpolicyinternational.com/hyundai-daewoo-deal-may-face-eu-antitrust-veto/
https://www.competitionpolicyinternational.com/hyundai-daewoo-deal-may-face-eu-antitrust-veto/
http://www.hnrd.gov.cn/content/2021/12/03/10484656.html
http://www.hnrd.gov.cn/content/2021/12/03/10484656.html
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(AppH EHEAMEEA AR RN |ED R4

A BB R B S BT App R A AR B BERER, ERITENNE N LEARLERE T ORF T

] 7] 4 =2 18] %2 & W & %0 B0 H0 & Tl A0 F & W & L s App sk vk s LR B2 R A AfE B 1] B8 AT
TREME, #ATI2A9H XA T (App i EAREEANMAGERMN 2 THRE) , AEEHE

AppBEFERANABEREBRAA T RN, (EFEESL)

The Monitoring and Analysis Report on Apps’ Illegal Collection and Use of Personal
Information was Released

To timely reflect the current overall situation of Apps’ collection and use of personal information, Na-
tional Computer Network Emergency Response Technical Team/Coordination Center of China together
with the Cyber Security Association of China, summarized and sorted out problems regarding Apps’
illegal collection and use of personal information that were found in the previous special governance
and platform monitoring, and issued the Monitoring and Analysis Report on Apps’ lllegal Collection
and Use of Personal Information On December 9, which includes the overall status of Apps’ collection
and use of personal information and relevant work advice. (More)

ERER (EBEELZS KEZTHEAR) EXERL

12A3H, 2EHe@TEMBAZ RS (UTHK “@F27 ) XAnd, Bt (eRfELe
BEZLFENL) BT ETRKERL, ZATCHAT e@BELLETE, 2R, £2E
B ANFZREIEBIZ2TGERAZMTE. (EEES)

the CFSTC Solicits Comments on Financial Data Security - Data Security Assess-
ment Specification

On December 3, China Financial Standardization Technical Committee (CFSTC) issued an announce-
ment to solicit opinions on the Financial Data Security - Data Security Assessment Specification, which
clarifies the three main assessment domains of financial data security management, security protection
and security operation and maintenance, as well as the main contents and methods of security assess-
ment. (More)

IERE e HERHEELARRITETR

20214 12A10H, 7 AEBREARBFHE (S MNTEREKHEELZLARXLATHEAE) , ¥
ELeEENBELEARR TR, BHEIREZLZAN, B FERMEEZZTINUE
EREN TR EMELH, SNEHREZRFTIERT LEELATRIIGER. RELLAHK
METIEFUEEANA, ERRETEIRFEERA. EREKEZZNE. EFEFT6EN
W, EREAEERTY, RAZETEAFREAEMTZUAA, PEREESZFENRRE, K
REERT VBT, EEFFUYHIIHEX. (EFEEZ)
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https://www.cert.org.cn/publish/main/68/2021/20211209190537762330930/20211209190537762330930_.html
https://www.cert.org.cn/publish/main/68/2021/20211209190537762330930/20211209190537762330930_.html
http://www.cfstc.org.cn/jinbiaowei/2929444/2982369/index.html
http://www.cfstc.org.cn/jinbiaowei/2929444/2982369/index.html
http://www.haizhu.gov.cn/zwgk/wgk/jcgk/content/post_7961792.html
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Guangzhou Haizhu Introduces China's First Pilot Work Program for Data Brokers

On December 10, 2021, the People's Government of Haizhu District, Guangdong Province issued the
ilot Work Plan for Data Brokers in Haizhu District, Guangzhou, which is the first pilot work plan for
data brokers in China. Promoting the establishment of data brokers is an institutional arrangement for
Guangdong Province to deepen the reform of market-oriented allocation of data elements, which will
have a demonstration and leading role in the cultivation of data element market in China. The data bro-
ker will focus on scenario-based data utilization, and its responsibilities are to establish a trust relation-
ship between supply and demand, explore the value of data elements, protect the legitimate rights and
interests of all parties, activate the data elements market, promote the credible and orderly circulation
and market-oriented utilization of data, accelerate the integration of data and economic activities, em-
power the transformation and upgrading of traditional industries, and give birth to new industries and
new business models. (More)

THHBER TEI06KERZEHF P X IHEAPPL £

12A9H, TyMmERMAH (LTEKRA “THEH” ) 4 xfAppE it B EA - AR EFEA
TAH#ATREHF NI EM. BRANELR, £1065KApp F, i%ﬁﬁ ARENAGEE, T
EAMAGE, KTE#HE, BEAFEATmELRGRE, ME. TEZRRNIRUZAETEK
ENMAGBERHEA. THEHEA, Wﬁ«AA%E%%%>«M%?A&>%ﬁ%&¢%$
A R BL R G L iZ AR A AR 5, SLERALRAR 4 £ 3 MApp# AT TR . A X mAEF T
PE. EAERWNApp, BHEREEERMNNAppIEE EHRRETUTRAA. (EEES)

The MIIT Has Removed 106 Apps That Violate the Rights of Users

On December 9, the Ministry of Industry and Information Technology (MIIT) inspected and publicly
notified violations such as App collecting users' personal information beyond the scope. According to
the notice, among the 106 Apps, the main problems include collecting personal information illegally,
using personal information illegally, set difficulties for closing account, forcing users to use directional
push function, asking for permissions frequently and excessively and collecting personal information
beyond the scope. The MIIT stressed that in accordance with Personal Information Protection Law, Cy-
bersecurity Law and other relevant legal requirements, the relevant application stores should organize
the removal of illegal Apps immediately after the release of the notice. For some Apps that have serious
violations and refuse to rectify, the local communication administration should impose administrative
penalties on the App operators according to laws. (More)

FEEERRKAORMLEM, KEXR “REZLFIEKR” X
FEGERMNIKA0RE TR, MA. bFVEMAF LR “RELZ2 LRI .

“BEZ2EXFARTX” HEREABELASZ2AFLRETRAKTE, B TRAE&KE
SERUETTHRRE6F, RAZKFEZLEEK, HA, &, ATLZEZRMEL,
(EEEL)
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http://www.haizhu.gov.cn/zwgk/wgk/jcgk/content/post_7961792.html
https://www.miit.gov.cn/xwdt/gxdt/sjdt/art/2021/art_d939aaa441f7447eb03852dbbada9fef.html
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CAICT and More Than 60 Enterprises plan to Jointly Launch The '""Data Security
Community" Plan

China Academy of Information and Communication Technology (CAICT) plans to jointly launch the
"Data Security Community Plan" with more than 60 universities, research institutes, enterprises and in-
stitutions. The "Data Security Community Plan" will rely on the Big Data Application and Security In-
novation Laboratory to carry out specific works. It is committed to promoting the exchange and cooper-
ation of all aspects of the data security ecological chain, and promoting the benign interaction of data
security policies, technologies, products and talents. (More)

*EAEEAERMKESEXR

LEUSHKEM FESOEEART. X, BEFEEESFAENT S EHEFT %
F 7 0 S S SR AT L. B F R R B A KR, RAERE I KA
WHRT #E. AT HiAXERKERMNETH, FXE05BHARFL UEABRYT
FSCE R ERZ Fa T BRI r A EE — N ARIELS RS . (BEES)

US and UK Commit to Deepen the Data Partnership

U.S. Commerce Secretary Gina Raimondo and U.K. Secretary of State for Digital, Culture, Media &
Sport Nadine Dorries announced a new pact on the use and exchange of data between the two nations.
The two sides indicated progress on efforts to "support, stabilize and realize the benefits of bilateral data
flows." With respect to ongoing issues concerning international data flows, Raimondo and Dorries
voiced desires to "shape a global data ecosystem in a manner that promotes and advances interoperabil-
ity between different data protection frameworks." (More)

ERZHBERFPER 2R XA Instagranty Rk T R EEL R

ERZHERFZRATI2ATHE A, AIRE GEAHERF LA F6050HEH
Instagramiz & | — 7 SGFacebook Z REZ NB A B ILEMNA LB AWAETREERE, LM%
BLENMAERE —MANREELEET "AEMEXOARSEL". (EFE %)

Irish DPC Submits Draft Decision Inquiry into Instagram

The Irish Data Protection Commission(DPC) announced on December 7 that they submitted a draft de-
cision inquiry into Instagram under Article 60 of the EU General Data Protection Regulation (GDPR)
relating the processing of personal data of children by Facebook Ireland Limited. Other concerned su-
pervisory authorities now have one month to send back any "reasoned and relevant objections." (More)

FEZHERFZR 2N BAH @R EE NK2T57 KT

HEZWBEERFZER MR SR EZNHREAE R RKE GEAZERY &) LAL2757
KT K. REZWBEERFZERSINAZARERTFILEM T A ANREEEELZ “F
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https://www.dataprotection.ie/en/news-media/latest-news/irish-dpc-submits-article-60-draft-decision-inquiry-instagram

4

\Z k| LiraNG & PARTNERS 2021.12 NO.280
Sl z 5 2w E 5

HET B, EETE SET, JRE dZ R BZ AR B BOE mo MR U M IR X MR, %
Bt £ FAleid Wolfsenih %y, ZEMHE - “HEFHTEFEALERLT TZEMORA” 8
#¥. (EFEES)

Dutch DPA Fines Tax Authority 2.75SM Euros

The Netherlands’ data protection authority(Dutch DPA), fined the Tax and Customs Administration
2.75 million euros for data processing violations under the GDPR. The Dutch DPA deemed the admin-
istration's processing of dual nationality information belonging to applicants for childcare allowance
"unlawful, discriminatory and therefore improper," noting the administration should have deleted the
data according to data minimization principles. AP chairman Aleid Wolfsen said the case is an example
of how "unlawful processing with an algorithm has violated the right to non-discrimination." (More)
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https://autoriteitpersoonsgegevens.nl/nl/nieuws/boete-belastingdienst-voor-discriminerende-en-onrechtmatige-werkwijze
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NHEFESFRE (LAWT) WENRAWEEF Ko T R EERAESHETAS LR, i
AARGRTUBREREZRIEFNEER D RERKRE, LRANERESH,

This Newsletter has been prepared for clients and professional associates of Lifang & Partners. Whilst every effort
has been made to ensure accuracy, no responsibility can be accepted for errors and omissions, however caused.
The information contained in this publication should not be relied on as legal advice and should not be regarded as
a substitute for detailed advice in individual cases.
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