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National Copyright Administration’s 10th Batch of Works under Special Protection in 2021
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New Supreme People’s Court Guiding Cases - All Relate to IP
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OPPO and Sisvel Settle Global Patent Dispute
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GM Sues Ford over “BlueCruise” Trademarks
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RMB 4.3m Awarded in Love Apartment Litigation
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Amazon Fined € 746m for GDPR Breaches
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South Africa 1* to Issue Patent to Al Inventor

FARRER: REFGERERERA

Tokyo Olympics: Sony Obtains High Court Order to Prevent Piracy

%43 Competition Law
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China’s First Case of Restoring Competition in the Relevant Market: SAMR Issues the Gun-jumping Penalty Decision
against Tencent
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The General Office of the State Council Issues Division Work Plan to Strengthen Anti-monopoly Law Enforcement
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CMA Fines the Pharmaceutical Company Euro 100 Million for Overpricing of Liothyronine Tablets
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U.S. States Appeal Antitrust Case against Facebook
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Aon and Willis Towers Watson Terminate USD 30 Billion Merger Deal
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The Court Grants FTC Extension to Refile Facebook Suit
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PIPL Comes into the Third Review
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The Supreme Court Issues a Judicial Interpretation on Face Recognition Disputes
TEHBFERLIRALCLHMESL (FEL22E) Eka

MIIT Holds a Symposium on Implementing the Data Security Law for Key Internet Enterprises
T 8 K A2021 4 74 % T2 F F 7 a5 4T H 09 APPE 4

MIIT Notifies the 7th batch of APP Infringing Users' Rights and Interests in 2021
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Guangdong Procuratorate Release Typical Cases of Public Interest Litigation in Personal Information Protection
WHREAREZFWN (LREAKELRRAZF (EX) )

The Standing Committee of the Shandong NPC Reviews the Shandong Provincial Regulations on Promoting Big Data
Development (Draft)
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CNPD Imposes a Huge fine on Amazon for Non-complying with GDPR
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2/20



O

= 1!/ NEWSLETTER

"] Eﬂi LIFANG & PARTNERS NRE0Ed _ e

EIESEYAS
N0.26O

2021.08

EDPB Requires IE SA to Adopt the Final Decision Regarding WhatsApp Ireland
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Russia Brings a Litigation on WhatsApp in Violation of Data Localization

R WIREEHH OLERAERFER)

The U.S House of Representatives Introduces the Updated “Kids PRIVCY Act”
£S5 WRAA (BERLER)

The U.S Senate Introduces the SAFE DATA Act

EDPS#t # R 1P 5 & & &

EDPS Publishes Opinions on Schengen Evaluations

BAR T HK RPN INZMR S (Uber) B ARAL

Uber Found to Have Interfered With Privacy by OAIC
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National Copyright Administration’s 10th Batch of Works under Special Protection
in 2021

Recently, the National Copyright Administration released a list containing the 10th batch of works un-
der special copyright protection in 2021. The list relates only to the Tokyo Olympic Games and makes
it clear that the beneficiaries of special protection are the International Olympic Committee, China Me-
dia Group, China Mobile, Migu, Tencent, and Kuaishou. Most of the beneficiaries are service providers
that have obtained network transmission rights for the Games.

Tang Zhaozhi, CPC Central Committee Publicity Department Copyright Administration Bureau Deputy
Director, said at the “Coordination Committee on Rights Early Warning and Copyright Protection of
the 2020 Tokyo Olympic Games” in Beijing on the day the list was issued that a key task of the “Sword
Net 20217 campaign was to protect the copyright of sports events programs.

Source: State copyright Administration
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A& RE. BERAAG . FEEARKAN. HUFEHRPEE,. EHREETHARL. &
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RiIR: wE ARER

New Supreme People’s Court Guiding Cases - All Relate to IP

On 30 July 2021, the Supreme People’s Court issued the 28th batch of Guiding Cases (Guiding Cases
157-162), all intellectual property cases involving patents, trademarks, copyright, unfair competition,
new plant varieties, and other matters. The six Guiding Cases guide the lower courts on their handling
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of disputes involving practical art protection, service inventions, method patent infringement, the pro-
tection scope of new plant varieties, the definition of false publicity, Article 15 of the Trademark Law,
nd other matters. Guiding Cases serve as a reference for courts across China trying similar cases.

Source: Supreme People's Court
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OPPO and Sisvel Settle Global Patent Dispute

Recently, OPPO announced a settlement with Sisvel that will end all pending litigations between the
parties worldwide. The settlement ends their two-year patent dispute and means that OPPO and Sisvel
have reached a licensing deal.

In 2018, OPPO officially entered the European market and, in 2019, Sisvel launched a series of patent
infringement lawsuits against OPPO in the United Kingdom, the Netherlands, Italy, and other places.
For instance, in April 2019, Sisvel filed a patent infringement lawsuit in the UK against Xiaomi, OPPO
and other Chinese manufacturers. While in June 2019, Sisvel filed a patent infringement lawsuit against
OPPO, OnePlus and Xiaomi in the Netherlands.

Source: 1jiwei.com

BRARERIFBIEBREER “BlueCruise” LHEAR
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GM Sues Ford over “BlueCruise” Trademarks

General Motors has filed a lawsuit against Ford containing allegations of trademark infringement and
unfair competition involving the “BlueCruise” trademarks.

GM announced in 2012 that it would use SuperCruise as the name of its driver assistance system and
has been marketing the system under that name since 2017. GM is also a majority stakeholder in Cruise,
a self-driving ride-hail service founded in 2013.

For its part, Ford has called GM’s allegations baseless and reckless. In a public statement, Ford said that
“Every automaker offers it, and ‘cruise’ is common shorthand for the capability. That’s why BlueCruise
was chosen as the name for the Blue Oval’s next evolution of Ford’s Intelligent Adaptive Cruise Con-
trol”.

Source: Wisdom Finance
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RMB 4.3m Awarded in Love Apartment Litigation

Recently, the Beijing Intellectual Property Court concluded the first instance dispute between Lianfan
Computer Technology (Shanghai) Co Ltd, Shanghai Gaoge Film and Television Production Co Ltd,
Shanghai Film (Group) Co Ltd, Tencent Film Culture Communication Co Ltd, Dadi Times Culture
Communication (Beijing) Co Ltd, and Beijing Herui Film Culture Co Ltd (Collectively, the “Plaintiffs™)
and Wang Yuan (Collectively, the “Defendants™). The disputes concerned the infringement of trade-
mark rights and unfair competition by the Defendants, whom the Court ordered to stop their unfair com-
petition, eliminate the impact of their actions, and compensate the Plaintiff for economic losses of RMB
4 million plus reasonable expenses of RMB 300,000.
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The Beijing Intellectual Property Court held that the Defendants used “Love Apartment” as the name of
their film and then publicised and distributed it without Plaintiff’s authorisation. This damaged the com-
etitive interests of Plaintiff and constituted unfair competition. As such, the Defendants should bear
corresponding civil liabilities for unfair competition. However, the film and character names did not dis-
tinguish a source of services, so the Plaintiff’s trademark infringement claims were rejected.

Source: Beijing France Internet service
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Amazon Fined €746m for GDPR Breaches

According to regulatory filing documents released by Amazon on 30 July, the National Data Protection
Commission of Luxembourg ruled on 16 July that Amazon failed to protect its user’s data and violated
the EU’s General Data Protection Regulations (GDPR) and fined Amazon €746 million. The Luxem-
bourgish authorities are responsible for supervising Amazon’s data protection in the EU because Ama-
zon’s EU headquarters are in Luxembourg.

Regarded by some as the most stringent data protection law in the world, the EU’s GDPR came into
force in May 2018. Under GDPR, less severe infringements can lead to fines of €10 million or 2% of a
firms global operating revenue for the previous year, whichever amount is higher. More severe infringe-
ments can lead to fines of up to €20 million or 4% of a firm’s global operating revenue for the previous
year, whichever amount is higher. Amazon was fined for severe infringements and given the heaviest
fine to date for GDPR violations.

In addition to being fined €746 million, the regulatory filing documents showed that the Luxembourg
National Data Protection Commission also asked Amazon to revise its business practices but did not
specify more. Amazon expressed their disagreement with the Commission’s conclusions and said that it
would appeal.

Source: China News Network
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South Africa 1st to Issue Patent to AI Inventor

South Africa recently granted an invention patent to an Artificial Intelligence (Al). This is the first pa-
tent in the world to recognise an Al as its inventor.

The patent was obtained as part of a project led by Professor Ryan Abbott of the University of Surrey in
the UK. The project team includes international lawyers and researchers. They previously tried and
failed to obtain patents in the UK, EU and US. However, appeals against refusals to grant patents are
pending in some jurisdictions.

Source: Intellectual Property Protection in China
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Tokyo Olympics: Sony Obtains High Court Order to Prevent Piracy

Sony acquired exclusive rights from the International Olympic Committee to broadcast the Tokyo
Olympic Games in India, Pakistan, Sri Lanka, Nepal, Bangladesh, Bhutan, and the Maldives. To pre-
vent piracy, Sony asked the Delhi High Court to ban over 40 websites and more than 30 multi-system
and cable operators from distributing pirated content. The Court handed down an interim order on 19
July 2021, upholding Sony’s request.

Source: China Intellectual Property Right Protection Net
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China’s First Case of Restoring Competition in the Relevant Market: SAMR Issues
the Gun-jumping Penalty Decision against Tencent

On July 24, 2021, the State Administration for Market Regulation (“SAMR”) announced its penalty de-
cision for a gun-jumping case in which Tencent Holdings Limited (“Tencent”) acquired China Music
Group’s equity without notifying. The SAMR imposed Tencent a fine of CNY 500,000 and required
Tencent and its affiliates to take relevant measures to restore the market competition, such as not enter-
ing into exclusive agreements with upstream copyright holders; and not raising competitors' costs by
means of high prepayments, etc. This case is China’s first case in which the party of gun-jumping is re-
quired to take necessary measures to restore the market competition. (More)

EHFRANTHXESERA “HER” KELTHE, MRRXEHIE
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The General Office of the State Council Issues Division Work Plan to Strengthen
Anti-monopoly Law Enforcement

On July 20, 2021, the General Office of the State Council issued a Division Work Plan which pointed
out that it is necessary to maintain a fair and competitive market order effectively, treat all kinds of mar-
ket players which include state-owned enterprises, private enterprises and foreign enterprises equally,
and clean up and rectify local protection, industry monopoly, market segmentation, administrative mo-
nopolies and other unfair practices. (More)

FRBR A A R ®, CMAXT 6|28 A & A ML I3 8 5 %
2021427H29H, RE %4 T HERR (“CMA”) EE WL TH AN, HLifAdvanz T4 E 5
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BLEF 7 5 AN 20— FE R £248%K %, MERABELLI0%. MHEH LKA ZE
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CMA Fines the Pharmaceutical Company Euro 100 Million for Overpricing of Li-
othyronine Tablets

On July 29, 2021, the UK Competition and Markets Authority (“CMA”) issued a news release on its
website stating that it imposed a Euro 100 million fine on Advanz for unreasonably high prices. Follow-
ing an investigation, the CMA found that Advanz increased the price of liothyronine tablets for the
treatment of thyroid hormone deficiency from Euro 20 to Euro 248 between 2009 and 2017, an increase
of more than 1110%. The price increase was not due to innovation or necessary investment, while pro-
duction of the drug was largely stable and production costs did not increase significantly, the CMA said
that the fine served as a warning to the pharmaceutical industry that violations of antitrust laws have
serious consequences. (More)

* & M B4t }{Facebook By K Z2Wr £ £ LR

2021487 A28 H, = [E & MASZE K Bt I wr 4 B B 8 K Facebook Z& BT 2 1] 46 B 4% X 3t [X % Fe 48 42
LF. & M FacebookH B4 5 X LM FEF LA L EEMERT (HREE) F24, ZEK
WRr MR ERE, HETHAREELF SR, BEEMNMBRAEENAMFEZRFRKE X,
AR IEH R EUR T RAENEEARS. (EEES)

U.S. States Appeal Antitrust Case against Facebook

On July 28, 2021, U.S. State Attorneys Generals filed an appeal in the District Court in Washington,
D.C., of a previously dismissed anti-Facebook monopoly case. The states claim that Facebook violated
Section 2 of the Sherman Act by refusing to interoperate with certain applications, which was previous-
ly dismissed by state courts because its actions occurred more than five years ago. As state and federal
regulators continue to sue the tech giant, the House of Representatives is considering legislation to give
law enforcement agencies more power. (More)

k., FHRBULILI0LETHYR S

20214 7H26H, %, FEBRE AL IE30000FTHIE, 2021456 A16H, *EHI FHRLR
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Aon and Willis Towers Watson Terminate USD 30 Billion Merger Deal

On July 26, 2021, Aon and Willis Towers Watson announced the termination of their USD 30 billion
merger. On June 16, 2021, the U.S. Department of Justice filed a civil antitrust lawsuit seeking to enjoin
Aon from acquiring Willis Towers Watson to prevent the three giants of the world's insurance industry
from merging into a duopoly. Competition between Aon and Willis Towers Watson could
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https://www.gov.uk/government/news/cma-fines-pharma-firm-over-pricing-of-crucial-thyroid-drug
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consumers get important services such as health care and retirement benefits advice at lower prices,
while allowing the two to merge would result in fewer choices, higher prices and lower quality of ser-
ice for consumers. (More)

* % W% B BEFTC*Facebook By & ¥ A2 VF & #H
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The Court Grants FTC Extension to Refile Facebook Suit

On July 26, 2021, the U.S. District Court for the District of Columbia granted the Federal Trade Com-
mission's (“FTC”) motion for the extension of the lawsuit. Previously, in FTC v. Facebook case, the
court dismissed the antitrust suit because FTC failed to prove that Facebook had monopoly power in the
market for personal social networking services and set a deadline of July 29 for FTC to refile its com-
plaint. The FTC filed a motion for an extension on the 23rd of this month, stating that Facebook did not
object to the extension, and the court granted the motion and extended the deadline to August 19.
(More)

W 4% %24 5% #E A H Cybersecurity and Data Protection
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WhE, TZRAEARYZLEZTALWSAITH B2 HALRTEN, HFFUIALRES
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PIPL Comes into the Third Review

On July 27, 2021, the 98th Chairman's Meeting of the Standing Committee of the 13th National Peo-
ple's Congress was held at the Great Hall of the People during the morning in Beijing. It was determined
at the meeting that the 30th Session of the Standing Committee of the 13th National People's Congress
will be held in Beijing from August 17 to 20, and draft provisions and proposals, including the Personal
Information Protection Law (Draft) (“PIPL Draft”), will be deliberated, which means the PIPL is com-
ing into the third-round review and likely to be passed in late August. Previously, the second draft of the
PIPL mainly revised and improved the prominent problems such as excessive collection and use of per-
sonal information and the transparency of relevant rules. (More)
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The Supreme Court Issues a Judicial Interpretation on Face Recognition Disputes

On July 28, 2021, the Supreme People's Court held a press conference to issue the Provisions of the Su-
preme People's Court on Several Issues Concerning the Application of Law in the Trial of Civil Cases
Related to the Use of Face Recognition Technology to Process Personal Information ("Provisions"),
and answered questions from reporters. The spokesman said that face information is a kind of biometric
information which belongs to sensitive personal information, with strongest social attributes, being most
vulnerable to collect, and of uniqueness and non-modifiability. Once the information leaked and abused,
it will cause great harm to the personal and property safety, and even threaten public security. The
spokesman introduced the key issues of the Provisions from the perspective of scope of application,
contract, personality rights, and tort liability, indicating that the Provisions strengthen the judicial pro-
tection of individuals in terms of the distribution of the burden of proof, the definition of the scope of
property losses, and civil public interest litigation. At the same time, the Provisions adhere to the princi-
ple of best interest of minors, and pay attention to issues such as "community’s use of facial recognition
access control systems" and "APP’s bound authorization and compulsory acquisition of personal infor-
mation", aiming to strengthen the uniform application of law for the judicial protection of personal in-
formation and fully assisting the implementation of the Personal Information Protection Law. (More)
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https://www.chinacourt.org/index.php/article/subjectdetail/id/MzAwNMg3NYABAA.shtml%20https:/mp.weixin.qq.com/s/kSX19JbG3w8crfiSoeNq7A
https://www.chinacourt.org/index.php/article/subjectdetail/id/MzAwNMg3NYABAA.shtml%20https:/mp.weixin.qq.com/s/kSX19JbG3w8crfiSoeNq7A
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MIIT Holds a Symposium on Implementing the Data Security Law for Key Internet
Enterprises

On July 28, 2021, the Network Security Administration of the Ministry of Industry and Information
Technology ("MIIT") delegated the Internet Association of China to organize and hold a symposium
for key Internet enterprises to implement the the Data Security Law. The meeting emphasized that it is
necessary to do a good job in the data security protection of key Internet enterprises, thoroughly imple-
ment the Data Security Law, and effectively strengthen the data security protection. First, these Internet
enterprises should conscientiously study and implement the supervision system and mechanism, main
responsibility, and protection obligations stipulated by law, to protect data security as the bottom line
and red line of enterprises’ production and operation activities; second, it is necessary for large Internet
enterprises to strengthen the principal responsibility, earnestly fulfill the obligation of data protection,
strengthen the organization and leadership, establish a full life-cycle data security management system
and mechanism, conduct risk monitoring and emergency response, and strengthen important data safety
risk assessment and export management; third, it is recommended to jointly build a collaborative indus-
trial data security supervision system. (More)

TE#MRA20214F FT#H X TREA A AXEAT A BWAPPE )

202147F 28 F, TR ABREGER LA AIA, W HAAPPF B2 & (58 5% % A 2 5 5
AT RGBS, AHANIEAE “BLE” 0, RALATH LY “FAFA, HEF
k7, BEEBERTR. FEECGTW R E RS, RREA TR A TR 2
BEHAER. RIZH, QQIE. FHAMEAHAPPAF R ESERER, TEHER
FRAPPRIESAS A R A M RER T, BB TR M RERTE M, TEHEMRERAL
AFREERETE, (EEES)

MIIT Notifies the 7th batch of APP Infringing Users' Rights and Interests in 2021

On July 28, 2021, the Information and Communications Administration of MIIT issued a notice stating
that, it launched a centralized rectification of pop-up messages that harass users in APP opening in the
early stage. In the recent review, some enterprises were found knowingly violating relevant rules, in-
completely rectifying problems, relapsing, taking technical means to fight against the authority, and
making differentiated rectification for different regions. The test found that 14 apps, including QQ
Reading and Letv Video, did not strictly implement the rectification requirements. The MIIT required
the above apps to complete the rectification thoroughly before August 3, otherwise the authority shall
organize and carry out the relevant disposal work legally. (More)
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Guangdong Procuratorate Release Typical Cases of Public Interest Litigation in
Personal Information Protection

On July 30, 2021, the Guangdong Provincial Procuratorate released four typical cases of procuratorial
public interest litigation in personal information protection in Guangdong Province. Case 1 involves the
unauthorized installation and use of "face information recognition system" in the residential community,
exposing the personal information of resident under the risk of acquisition and utilization by criminals;
Case 2 refers to the disclosure of customers’ account information by bank staff in business activities,
which seriously infringes on the security rights and interests of customers’ personal information; Case 3
refers to the market chaos of illegal collection and utilization of consumers’ face recognition infor-
mation; and Case 4 involves the illegal acquisition and sale of citizens' personal information on the In-
ternet to the detriment of public interests. (More)
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The Standing Committee of the Shandong NPC Reviews the Shandong Provincial
Regulations on Promoting Big Data Development (Draft)

On July 27, 2021, the 29th meeting of the 13th Standing Committee of the NPC of Shandong Province
deliberated the Shandong Provincial Regulations on Promoting Big Data Development (Draft) (the
“Draft of Regulations™). From the perspective of the utilization of data resources, the Draft of Regula-
tions stipulate the administrative subjects of the overall management of data resources; divide public
and non-public data, and make an integration of data regulation; stipulate the catalog management of
data resources, and compile "three lists". From the perspective of data security, the Draft of Regulations
stipulate to implement the data security responsibility system in which the data security responsibility
shall be determined according to the principle of “who collects is responsible, who holds is responsible,
who manages is responsible, and who uses is responsible”; clarify the main responsibility of data securi-
ty supervision of the departments of cyber and information and public security; and prohibit individuals,
legal persons and other organizations from leaking, tampering with or illegally providing data involving
personal information and overprocessing these data when engaging in data practices involving personal
information. (More)
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http://www.gd.jcy.gov.cn/xwzx/jdxw/202107/t20210730_3327621.shtml
http://www.gd.jcy.gov.cn/xwzx/jdxw/202107/t20210730_3327621.shtml
http://www.gd.jcy.gov.cn/xwzx/jdxw/202107/t20210730_3327621.shtml
https://baijiahao.baidu.com/s?id=1706423146789706748&wfr=spider&for=pc
https://baijiahao.baidu.com/s?id=1706423146789706748&wfr=spider&for=pc
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CNPD Imposes a Huge fine on Amazon for Non-complying with GDPR

On July 30, 2021, as reported, the Luxembourg Data Protection Agency (“CNPD”) announced Ama-

zon had interfered with the EU General Data Protection Regulation (“GDPR”), for this reason, the
CNPD issued a huge fine to Amazon, calculating 4% of Amazon’s total global revenue, it fined Ama-
zon $887 million. And this wave of Amazon was directly subject to the highest ceiling fines and there-
fore set a record of fines. This is also the highest amount of fines officially implemented by the GDPR.
The source of this ruling came from a collective legal action initiated by a French privacy organization
in 2018, which accused Amazon of processing data without user consent. According to the GDPR, all
companies must obtain the user’s prior consent when processing EU citizen data, otherwise, the data
will neither be collected nor processed. All of this was decided by Luxembourg because Amazon’s EU
headquarters is located in Luxembourg. (More)
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EDPB Requires IE SA to Adopt the Final Decision Regarding WhatsApp Ireland

On July 28, 2021, the European Data Protection Board (“EDPB”) issued a circular stating that, during
its latest plenary session, the EDPB adopted a dispute resolution decision on the basis of Art. 65 GDPR.
The binding decision seeks to address the lack of consensus on certain aspects of a draft decision issued
by the Irish (IE) SA as lead supervisory authority regarding WhatsApp Ireland Ltd. (“WhatsApp IE”)
and the subsequent objections expressed by a number of concerned supervisory authorities
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Previously, the IE SA issued the draft decision following an own-volition inquiry into WhatsApp IE,
concerning whether WhatsApp IE complied with its transparency obligations pursuant to Art. 12, 13 &
4 GDPR. The CSAs subsequently issued objections concerning, among others, the identified infringe-
ments of the GDPR, whether specific data at stake were to be considered personal data and the conse-
quences thereof, and the appropriateness of the envisaged corrective measures. The IE SA was unable to
reach consensus, having considered the objections of the CSAs, and consequently indicated to the Board
it would not follow the objections. Accordingly, the IE SA referred them to the EDPB for determina-
tion, thereby initiating the dispute resolution procedure. The EDPB requires the IE SA shall adopt its
final decision, addressed to the controller, on the basis of the EDPB decision, without undue delay and
at the latest one month after the EDPB has notified its decision. (More)

% 7 Hr B 3% K B8 A H AL X What sApp R 2 JF A

20214 7A31H, #RE, # Z H 4 % Facebook i T WhatsApp#2 A2 AT BIF 14, [F 4 ok 64 4 2 Hr
AP HBHATAMA,. WAl — K, REHT—ZERRELREENARKBELESELTZIT T F
A, F % T4 B JE H % Facebook M Twitter JF J& AT BUF 1A X B E 42 th B i An b4 B L 2 [F] 8 e
ok —f, REHEFELERERELRGEMBHEEN AT ET K, HFRAEEFESEREK
NEEBRE IR A EL., RIBEE X, WhatsApp ¥ fE4 5 21007 6007 5 4. (EEE
%)

Russia Brings a Litigation on WhatsApp in Violation of Data Localization

On July 31, 2021, Russia launched administrative proceedings against Facebook’s WhatsApp for a fail-
ure to localize data of Russian users on Russian territory, as reported. A day earlier, a Russian court
fined Google 3 million roubles for violating personal data legislation and registered administrative pro-
ceedings against Facebook and Twitter for the same offence. The cases are part of a wider spat between
Russia and Big Tech, with Moscow routinely fining social media giants for failing to remove banned
content and seeking to compel foreign tech firms to open offices in Russia. WhatsApp could be fined
between 1 million and 6 million roubles according to the court documents. (More)
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https://edpb.europa.eu/news/news/2021/edpb-adopts-art-65-decision-regarding-whatsapp-ireland_en
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https://www.msn.com/en-in/money/technology/russia-opens-case-against-whatsapp-for-violating-personal-data-law/ar-AAMNE1P
https://www.msn.com/en-in/money/technology/russia-opens-case-against-whatsapp-for-violating-personal-data-law/ar-AAMNE1P
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The U.S House of Representatives Introduces the Updated “Kids PRIVCY Act”

On July 29, 2021, U.S. Rep. Kathy Castor introduced the updated “Kids PRIVCY Act” to strengthen the
Children’s Online Privacy Protection Act (“COPPA”). The bill builds on COPPA's strengths and ex-
pands privacy protections for children and teenagers, and incorporates key elements of the UK's Age-
Appropriate Design Code, including a ban on companies from providing targeted advertisements to
children and teenagers, direction to operators to make the best interests of children and teenagers a pri-
mary design consideration, a requirement for opt-in consent for all individuals under 18, an expansion
of protecting types of information, a requirement for user-friendly privacy policies, a requirement for a
privacy and security impact assessment, and a limit on disclosure to third parties,etc.. (More)
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The U.S Senate Introduces the SAFE DATA Act

On July 27, 2021, the U.S. Senators introduced the Setting an American Framework to Ensure Data Ac-
cess, Transparency, and Accountability Act (“SAFE DATA Act”). The legislation would provide
Americans with more choice and control over their data and direct businesses to be more transparent
and accountable for their data practices. The bill would also enhance the Federal Trade Commission’s
(“FTC”) authority and provide additional resources to enforce the Act. The bill was introduced in the
context of prevailing cyberattacks and data leaks in the US affecting online data security, which aims at
let the Americans be able to control their “virtual you” and give Americans a larger say in how compa-
nies are collecting and using their information. The SAFE DATA Act mainly includes three aspects and
several specific measures, including providing Americans with more choice and control over their data
by requiring businesses to allow consumers to access, correct, delete, and port their data, etc.; directing
businesses to be more transparent and accountable for their data practices by requiring businesses to
conduct privacy impact assessments of data processing activities that may present a heightened risk of
harm to consumers, etc.; strengthening the FTC’s ability to respond to potentially harmful changes in
technology and hold businesses accountable for misusing consumers’ data by authorizing the FTC to
develop new rules to expand categories of sensitive data, etc. (More)
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EDPS Publishes Opinions on Schengen Evaluations

On 27 July 2021, the European Data Protection Supervision (“EDPS”) published his Opinion on the
European Commission’s proposed Regulation establishing an evaluation and monitoring mechanism to
verify whether the rights and obligations related to Schengen are applied (“Schengen evaluations™).
The Schengen area includes most EU Member States and several non-EU countries, and enhances the
freedom of movement for millions of individuals, which include measures on border management, the
Schengen visa and data protection, for example. The Commission’ proposal, repealing Regulation (EU)
1053/2013, has several objectives, such as streamlining the verification procedures of the Schengen
evaluations to increase their effectiveness and efficiency. The EDPS suggests the one of Schengen’s key
building blocks is the protection of fundamental rights, including the protection of personal data. And
he recommends that the Schengen evaluations should continue to provide for evaluations dedicated to
data protection, carried out by data protection experts, and the proposed Regulation should also demar-
cate the roles and responsibilities of the EUIs involved in the Schengen evaluations to ensure legal cer-
tainty, as well as guaranteeing the EDPS’ independence when he performs his supervisory tasks in this
context. (More)
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Uber Found to Have Interfered With Privacy by OAIC

On July 23, 2021, the Office of the Australian Information Commissioner (“OAIC”) has determined
that Uber Technologies, Inc. and Uber B.V. interfered with the privacy of an estimated 1.2 million Aus-
tralians. It found the Uber companies failed to appropriately protect the personal data of Australian cus-
tomers and drivers, which was accessed in a cyber attack in 2016. While Uber required the attackers to
destroy the data and there was no evidence of further misuse, the investigation by OAIC focused on
whether Uber had preventative measures in place to protect Australians’ data. OAIC found the Uber
companies breached the Privacy Act 1988 by not taking reasonable steps to protect Australians’ person-
al information from unauthorised access and to destroy or de-identify the data as required. They also
failed to take reasonable steps to implement practices, procedures and systems to ensure compliance
with the Australian Privacy Principles. The matter also raises complex issues around the application of
the Privacy Act to overseas-based companies that outsource the handling of Australians’ personal infor-
mation to other companies within their corporate group. In this case, Australians’ personal information
had been directly transferred to servers in the United States under an outsourcing arrangement, and the
US-based company argued it was not subject to the Privacy Act. While, OAIC consists that Australians
need assurance that they are protected by the Privacy Act when they provide personal information to a
company, even if it is transferred overseas within the corporate group. OAIC issued two measures to
order Uber make rectification. (More)
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This Newsletter has been prepared for clients and professional associates of Lifang & Partners. Whilst every effort
has been made to ensure accuracy, no responsibility can be accepted for errors and omissions, however caused.
The information contained in this publication should not be relied on as legal advice and should not be regarded as
a substitute for detailed advice in individual cases.
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