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国内要闻 Domestic News  

工信部公开征求对《车联网（智能网联汽车）网络安全标准体系建设指南》（征

求意见稿）的意见 

2021年6月21日，工信部就《车联网（智能网联汽车）网络安全标准体系建设指南》（征求意见

稿）面向社会公众公开征求意见。征求意见稿提出应构建完善的车联网网络安全标准体系，包

括网联通信安全、数据安全等六大方面的标准制定。征求意见稿的编制是落实《网络安全法》

等法律法规要求、加强车联网网络安全标准化工作顶层设计的重要举措。（查看更多） 

MIIT Seeks Comments on the Exposure Draft of the Guidelines of the Cybersecuri-

ty Standard System Construction of Internet of Vehicles (Intelligent Connected 

Car) 

On June 21, 2021, MIIT seeks public comments on the Exposure Draft of the Guidelines of the Cyber-

security Standard System Construction of Internet of Vehicles (Intelligent Connected Car). The Expo-

sure Draft suggests it is necessary to construct a comprehensive framework of cybersecurity standard 

system which includes the standard formulation of six aspects such as network communication security 

and data security. The formulation of the Exposure Draft is a significant step to implement the Cyberse-

curity Law and other laws and regulations, and a step to intensify the top-level design of the cybersecu-

rity standardization work of internet of vehicles. (More) 

 

工信部网络安全管理局组织开展摄像头网络安全集中整治 

2021年6月22日，工业和信息化部（“工信部”）网络安全管理局（“网安局”）发布公告称，

网安局于近期在全国范围组织开展摄像头网络安全集中整治。根据工作部署，网安局组织各地

通信管理局及相关市场主体，通过加大联网摄像头安全威胁监测处置力度、开展数据安全专项

检查、规范摄像头生产企业产品安全漏洞管理等措施，消除摄像头网络安全隐患，维护公民在

网络空间的合法权益。（查看更多） 

CSA Launches Centralized Regulation on Camera Cyber-Security 

On June 22, 2021, the Cyber Security Administration (“CSA”) of the Ministry of Industry and Infor-

mation Technology (“MIIT”) issued a circular, stating that the CSA will recently carry out a nationwide 

centralized regulation on camera cybersecurity. According to the work deployment, the CSA organizes 

local Communication Authority and relevant market entities to resolve the potential risks for camera 

cybersecurity and safeguard the legitimate rights and interests of citizens in the cyberspace, by measures 

including strengthening the monitoring and disposal of security threats of cyber cameras, carrying out 

special inspections on data security and standardizing the management of product security loopholes in 

camera manufacturers. (More) 
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https://www.miit.gov.cn/gzcy/yjzj/art/2021/art_5816a38b978244208ca4d5a7f3211514.html
https://www.miit.gov.cn/gzcy/yjzj/art/2021/art_5816a38b978244208ca4d5a7f3211514.html
https://www.miit.gov.cn/xwdt/gxdt/sjdt/art/2021/art_6c08adbac4214154b5886f6013febe2c.html
https://www.miit.gov.cn/xwdt/gxdt/sjdt/art/2021/art_6c08adbac4214154b5886f6013febe2c.html
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盐城警方斩断网络犯罪“黑灰产业链” 

2021年6月21日，江苏省盐城市公安局发布公告称，在“靖网清链”专项行动中，成功侦破了一

起在“暗网”平台上转售公民个人信息案件，查获公民个人信息超5000余万条,抓获犯罪嫌疑人

15名，涉案金额折合人民币达1.5亿余元。经查发现，该犯罪团伙贩卖的公民个人信息数量巨

大，种类繁多，而这些信息多被下游用于精准诈骗或营销，社会危害巨大。目前该案已报请公

安部发起全国集群打击。（查看更多） 

Yancheng Police Cuts off the Underground-chain of Cybercrime 

On June 21, 2021, the Public Security Bureau of Yancheng, Jiangsu issued a circular, stating that they 

have successfully detected a case of reselling citizens’ personal information through “dark network” 

platform in the special activity of “Clean Net”. More than 50 million pieces of citizens ' personal infor-

mation were seized, 15 suspects were arrested, and the amount of money involved in the case reached 

equivalent to RMB 150 million. The police found that the criminal gang sold a huge number and variety 

of citizen’s personal information, and the information was mostly used for accurate fraud and marketing 

by downstream, which has caused serious damage to society. Now, the case has been reported to the 

Ministry of Public Security for a nationwide cluster crackdown. (More) 

 

海外动态 Overseas News 

澳大利亚议会通过在线安全法案 

2021年6月23日，澳大利亚联邦议会通过2021年在线安全法案，旨在为澳大利亚民众的网络安全

提供一个新的保护框架。此外，该法案将创建一个新的基于投诉的网络滥用移除通知计划，将

服务提供商响应电子安全专员的移除通知的时间从48小时缩短至24小时，同时扩大网络欺凌计

划实施范围以捕捉发生在社交媒体以外的服务上的危害，并明确将应用分发服务和互联网搜索

引擎服务的提供商纳入新框架范围。法案及附随的修正案已提交总督批准。（查看更多） 

Australian Parliament Passes Online Safety Bill  

On June 23, 2021, The Parliament of Australia passed the Online Safety Bill 2021 which seeks to create 

a new framework for online safety for Australians. The bill would, among other things, create a new 

complaints-based, removal notice scheme for cyber-abuse and reduce the timeframe for service provid-

ers to respond to a removal notice from the eSafety Commissioner from 48 to 24 hours; broaden the 

cyber-bullying scheme to capture harms occurring on services other than social media, and bring pro-

viders of app distribution services and internet search engine services clearly into the remit of the new 

framework. Both the bill and the consequential amendments bill have been presented to the Governor-

General for Assent. (More) 
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http://ycga.yancheng.gov.cn/art/2021/6/21/art_12169_3626526.html
http://ycga.yancheng.gov.cn/art/2021/6/21/art_12169_3626526.html
https://parlinfo.aph.gov.au/parlInfo/download/legislation/bills/r6680_first-reps/toc_pdf/21022b01.pdf;fileType=application%2Fpdf
https://parlinfo.aph.gov.au/parlInfo/download/legislation/bills/r6680_first-reps/toc_pdf/21022b01.pdf;fileType=application%2Fpdf
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欧盟数据保护委员会采纳关于补充措施的建议书的最终版本 

2021年6月21日，欧盟数据保护委员会在公众协商后采纳了关于补充措施的建议的最终版本。这

些建议的目标是协助充当数据出口者的数据控制者和拥有者有义务来确认和实施适当的补充措

施，以确保他们传输到第三国的数据受到基本同等水平的保护。国际数据流动正受到监管当局

更密切的审查，该建议顺应了数据监管趋势，有利于强化跨境数据传输保护。（查看更多） 

EDPB Adopts Final Version of Recommendations on Supplementary Measures 

On June 21, 2021, the European Data Protection Board (“EDPB”) adopted a final version of the Rec-

ommendations on supplementary measures following public consultation. They aim to assist controllers 

and processors acting as data exporters with their duty to identify and implement appropriate supple-

mentary measures where they are needed to ensure an essentially equivalent level of protection to the 

data they transfer to third countries. Already international data flows are subject to much closer scrutiny 

from the supervisory authorities, thus the Recommendations follow the tendency, which intensifies the 

protection of cross-border data flows. (More) 

 

欧洲数据保护委员会和欧洲数据保护监管署就人工智能议案联合发表意见 

2021年6月21日，欧洲数据保护委员会和欧洲数据保护监管署就欧盟委员会关于制定人工智能

（AI）协调规则的提案联合发表意见。委员会和监管数认可该提案的基础——基于风险的方

法，但是他们认为“基本权利风险”的概念应该和欧盟数据保护框架一致。此外，他们也认为

遵守欧盟立法中的法律义务——包括个人数据保护——应该是CE标志产品进入欧洲市场的先决

条件。同时，考虑到在公开访问空间中远程生物识别具有（泄露个人数据）的高风险，两机构

呼吁在公开访问空间一般性地禁止使用人工智能的人类特征自动识别功能。（查看更多） 

EDPB & EDPS Issue a Joint Opinion on the AI Proposal 

On June 21, 2021, The EDPB and European Data Protection Supervisor (“EDPS”) have adopted a joint 

opinion on the European Commission’s Proposal for a Regulation laying down harmonised rules on ar-

tificial intelligence (AI). The EDPB and the EDPS welcome the risk-based approach underpinning the 

Proposal, but they consider that the concept of “risk to fundamental rights” should be aligned with the 

EU data protection framework. Moreover, they also consider that compliance with legal obligations 

arising from Union legislation - including on personal data protection - should be a precondition for en-

tering the European market as CE marked product. At the same time, taking into account the extremely 

high risks posed by remote biometric identification of individuals in publicly accessible spaces, the 

EDPB and the EDPS call for a general ban on any use of AI for automated recognition of human fea-

tures in publicly accessible spaces. (More) 

 

FTC将召开2021年隐私大会 

美国联邦贸易委员会将于2021年7月27日召开第六次年度隐私大会。本次会议将汇集不同的利益

主体，包括研究人员、学者、行业代表、消费者代表和政府监管人员，讨论与消费者隐私和数
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https://edpb.europa.eu/news/news/2021/edpb-adopts-final-version-recommendations-supplementary-measures-letter-eu_en
https://edpb.europa.eu/news/news/2021/edpb-adopts-final-version-recommendations-supplementary-measures-letter-eu_en
https://edps.europa.eu/press-publications/press-news/press-releases/2021/edpb-edps-call-ban-use-ai-automated-recognition_en
https://edps.europa.eu/press-publications/press-news/press-releases/2021/edpb-edps-call-ban-use-ai-automated-recognition_en
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据安全相关的最新研究和趋势。届时，将主要对在家办公的隐私和安全、隐私和安全的成本与

收益以及算法歧视等问题进行报告。（查看更多） 

FTC Holds PrivacyCon 2021  

The Federal Trade Commission will host its sixth annual PrivacyCon on July 27, 2021. PrivacyCon 

2021 will bring together a diverse group of stakeholders, including researchers, academics, industry rep-

resentatives, consumer advocates, and government regulators, to discuss the latest research and trends 

related to consumer privacy and data security. On the Occasion, the presentations will focus on issues 

such as privacy and security issues related to working from home, the costs and benefits of privacy and 

security and algorithmic bias. (More) 
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https://www.ftc.gov/news-events/events-calendar/privacycon-2021
https://www.ftc.gov/news-events/events-calendar/privacycon-2021
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