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MIIT Notifies the List of 90 Apps Infringing Users’ Rights and Interests
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CAC Seeks Advice on the Provisions on the Management of Automobile Data Security
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TC260 Seeks Advice on Security Requirements of Genetic Recognition Data
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CAC Notified the Public about the 84 Apps Illegally Collecting Personal Information

#5131 A Overseas News

12 B #4E (R A7 AL AT K 28 1k Facebook 4t ¥ Whatsapp A 7 #k 48 25 4~

German Data Protection Authority Prohibits Facebook from Processing Whatsapp’s User Data
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Norway Fines NIF NOK 1.2 Million for Disclosing Personal Data
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ESMA Publishes Guide on Outsourcing to Cloud Service Providers
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MIIT Notifies the List of 90 Apps Infringing Users’ Rights and Interests
On May 13, 2021, the Ministry of Industry and Information Technology (“MIIT”) issued an an-

nouncement stating that in accordance with the Cybersecurity Law, Provisions on Protecting the Per-
sonal Information of Telecommunications and Internet Users and the Interim Provisions on the Admin-
istration of the Pre-Installation and Distribution of Application Software for Smart Phone Terminals
and other laws and regulations, MIIT identified 39 apps that have not completed rectification in accord-
ance with the requirements of MIIT, 46 apps which were found not completed rectification by the re-
gional communications administrations, and 5 apps which were found to repeat the similar problems in
different versions of the app such as Tianya and Damai and ordered the apps to be removed. The rele-
vant application stores shall immediately organize the removal of the listed apps after the notification is
released. (More)
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CAC Seeks Advice on the Provisions on the Management of Automobile Data Secu-
rity

On May 12, 2021, in accordance with the Cybersecurity Law and other laws and regulations, the Cyber-
space Administration of China (“CAC”) drafted the Provisions on the Management of Automobile Data
Security (Exposure Draft) together with other relative departments and sought for public advice. The
deadline for advice is on June 11, 2021. The Draft mainly stipulates the rules that operators need to fol-
low when collecting, analyzing, storing, transmitting, querying, using, deleting, and providing abroad
personal information or important data in the process of designing, manufacturing, operating and main-
taining, and managing automobiles in China. Operators include automobile design, manufacturing, and
service companies or institutions. (More)
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https://www.miit.gov.cn/xwdt/gxdt/sjdt/art/2021/art_0961ee1ab6034a218ee0b217e8f469ad.html
https://www.miit.gov.cn/xwdt/gxdt/sjdt/art/2021/art_0961ee1ab6034a218ee0b217e8f469ad.html
http://www.cac.gov.cn/2021-05/12/c_1622400511898266.htm
http://www.cac.gov.cn/2021-05/12/c_1622400511898266.htm
http://www.cac.gov.cn/2021-05/12/c_1622400511898266.htm
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TC260 Seeks Advice on Security Requirements of Genetic Recognition Data

On May 11, 2021, the National Information Security Standardization Technical Committee (“TC260)
issued a notice to formally seek for public advice on a recommended national standard: Information Se-
curity Technology —Security Requirements of Genetic Recognition Data. The deadline is on July 10th.
The standard describes six related activities and different application scenarios of genetic identification
data and associated information. On the basis of the basic safety requirements, the standard puts forward
safety protection requirements for each of the application scenarios, and puts forward management re-
quirements for genetic identification data and associated information. (More)
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CAC Notified the Public about the 84 Apps Illegally Collecting Personal Infor-
mation

On May 10, 2021, CAC issued an announcement stating that based on the Cybersecurity Law, the
Measures for the Determination of the Collection and Use of Personal Information by Apps in Violation
of Laws and Regulations, the Provisions on the Scope of Necessary Personal Information Required for
Common Types of Mobile Internet Applications and other laws and regulations, CAC recently organized
inspections on the situation of collection and use of personal information of some apps that are com-
monly used by the public, such as security management apps and online lending apps. CAC found that
36 security management apps and 48 online lending apps had collected and used personal information
in violation of regulations.

The reasons for the violations were mostly violating the principle of necessity, collecting personal infor-
mation unrelated to the services provided and collecting personal information without users’ consent,
etc. (More)
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https://www.tc260.org.cn/front/bzzqyjDetail.html?id=20210511175221&norm_id=20201104200041&recode_id=42563
https://www.tc260.org.cn/front/bzzqyjDetail.html?id=20210511175221&norm_id=20201104200041&recode_id=42563
http://www.cac.gov.cn/2021-05/10/c_1622225924090817.htm
http://www.cac.gov.cn/2021-05/10/c_1622225924090817.htm
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German Data Protection Authority Prohibits Facebook from Processing
Whatsapp’s User Data

On May 11, 2021, the Hamburg Commissioner for Data Protection and Freedom of Information
(“HmbBfDI”) issued an order under the urgency procedural of GDPR prohibiting Facebook Ireland
Ltd. from processing personal data from WhatsApp for its own purposes. It is said that the new terms
and conditions of WhatsApp’s privacy policy formally renew the data processing powers and expand
their content for the future and allow for the use of data to connect with products from Facebook com-
panies. And the previously existing notice that WhatsApp messages are not shared on Facebook for oth-
ers to see has been removed. After investigation, HmbBfDI concluded that there was no legal basis for
processing by Facebook for its own purposes. In particular, Facebook cannot claim a prevailing legiti-
mate interest in processing the data of WhatsApp users because their interests are overridden by the
rights and freedoms of the data subjects. (More)
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Norway Fines NIF NOK 1.2 Million for Disclosing Personal Data

On May 11, 2021, the Norwegian data protection authority (“Datatilsynet”) announced that it had fined
the Norwegian Olympic and Paralympic Committee and Confederation of Sports (“NIF’) NOK 1.2 mil-
lion for disclosing the personal information of 3.2 million individuals online for 87 days following an
error which occurred when testing a cloud solution. In particular, the Datatilsynet outlined that the ex-
posed personal information included names, dates of birth, addresses, telephone numbers, and epdil ad-
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https://datenschutz-hamburg.de/assets/pdf/2021-05-11-press-release-facebook.pdf
https://datenschutz-hamburg.de/assets/pdf/2021-05-11-press-release-facebook.pdf
https://www.dataguidance.com/news/norway-datatilsynet-fines-nif-nok-12m-disclosing
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dresses. Furthermore, the Datatilsynet also highlighted that, of the 3.2 million individuals affected,
486,447 were children aged between 3-17 years old. However, the Datatilsynet noted that it does not
ave information to suggest that unauthorized individuals have exploited the information. (More)
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ESMA Publishes Guide on Qutsourcing to Cloud Service Providers

On May 10, 2021, the European Securities and Markets Authority (“ESMA”) published the Guidelines
on Outsourcing to Cloud Service Providers (“Guidelines). In particular, the Guidelines aims to help
firms and competent authorities identify, address, and monitor the risks and challenges arising from
cloud outsourcing arrangements. To this end, the Guidelines outlines requirements for key contractual
elements, information security, access and audit rights, sub-outsourcing, and supervision of cloud out-
sourcing agreements. In relation to information security, the Guidelines states that firms should set in-
formation security requirements in their internal policies and procedures, within cloud outsourcing writ-
ten agreements, and monitor compliance with such requirements on an ongoing basis, including the pro-
tection of confidential, personal, or otherwise sensitive data. Finally, the Guidelines highlights that it
will apply from 31 July 2021 to all cloud outsourcing arrangements entered into, renewed, or amended
on or after this date, noting that firms should review and amend existing cloud outsourcing arrange-
ments to ensure that they take into account the Guidelines by 31 December 2022. (More)
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https://www.dataguidance.com/news/norway-datatilsynet-fines-nif-nok-12m-disclosing
https://www.dataguidance.com/news/eu-esma-publishes-guide-outsourcing-cloud-service
https://www.dataguidance.com/news/eu-esma-publishes-guide-outsourcing-cloud-service
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This Newsletter has been prepared for clients and professional associates of Lifang & Partners. Whilst every effort
has been made to ensure accuracy, no responsibility can be accepted for errors and omissions, however caused.
The information contained in this publication should not be relied on as legal advice and should not be regarded as
a substitute for detailed advice in individual cases.
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