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E W E H Domestic News
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China to Improve Bad Faith Deterrent System with Better Information Security
and Privacy Protection

On December 18, 2020, the General Office of China’s State Council released the Guiding Opinions on
Improving the Bad Faith Deterrent System and Building a Long-term Mechanism for Promoting Hones-
ty (“Guiding Opinions”). According to the Guiding Opinions, to enhance credit information security
management, access to and use of the information should be regulated with specific permission and pro-
cedures in social credit systems at all levels. In case of intentional disclosure of information or due to
fault in work, the relevant organization and personnel shall be strictly investigated for responsibility in
accordance with laws and regulations. Also, to enhance privacy protection, relevant departments in all
regions shall abide by the principles of legality, fairness, necessity and minimization when collecting
and using personal credit information, in strict accordance with the social credit information catalog.
The purpose, method and scope of the information to be collected and used shall be clearly stated and
subject to the consent of the individual. (More)
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MIIT: 27 Apps Pulled off for Infringing Users’ Rights and Interests

On December 16, 2020, China’s Ministry of Industry and Information Technology (“MIIT”) issued a
circular stating that on December 3, the MIIT announced a list of 60 app operators that infringed users’
rights and interests. After verification and re-examination by third-party testing agencies, there were
still 19 apps that had not been rectified as required by the MIIT. According to the APP rectification ac-
tion deployed by the MIIT, all local communication administrations actively carry out supervision and
inspection of mobile application software. This time, Sichuan Communication Administration found
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that there are still 7 apps that have not been rectified. In accordance with the Cybersecurity Law, Interim
Provisions for the Administration of Pre-installation and Distribution of Mobile Smart Terminal Appli-
ation Software, and other laws and regulations, the MIIT decided to organize the removal of these
apps. The relevant app stores were requested to organize the removal of the listed apps immediately af-
ter the release of this circular. (More)
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Shanghai Consumer Council Releases Report on App Advertising Consumer Pro-
tection

On December 16, 2020, Shanghai Consumer Council (“SCC”) released the App Advertising Consumer
Protection Evaluation Report (2020) (“Report”). The Report points out the existing violations of APP
advertising, such as the failure to turn off app advertising. Through analysis of advertising behaviors on
600 apps, SCC found that 58% of apps contain advertisements, and 69.7% of them do not set the close
button. In addition, the Report underlines the common problem of failures to close personalized adver-
tisement recommendation (“PAR”) in apps. SCC focused on WeChat and found that the close button of
PAR is extremely hidden, the closing process is cumbersome, and consumers’ right to permanently
close PAR is restricted by technical means. (More)
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New Rules of Internet Insurance Business to Strengthen Cybersecurity and Person-
al Information Protection

On December 14, 2020, China Banking and Insurance Regulatory Commission published the Measures
for the Supervision of Internet Insurance Business (“Measures”). The Measures stipulates that insur-
ance institutions carrying out internet insurance business and their self-run online platforms shoald im-
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plement the national cybersecurity classification protection system. Insurance institutions shall, in strict
accordance with relevant laws and regulations on cybersecurity, strengthen the security management of
pnformation systems and business data, formulate contingency plans for cybersecurity. In addition, in-
surance institutions should also shoulder the principal responsibility of protecting customers’ infor-
mation, and its collection, processing and use of personal information should follow the principles of
legality, fairness, and necessity to ensure safety and compliance. The Measures also requires insurance
institutions to establish effective customers’ information protection systems covering the entire life cy-
cle to prevent information leakage. (More)
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Sichuan Emphasizes Personal Information Protection amid COVID-19 Control

On December 12, 2020, the COVID-19 Response Headquarters of Sichuan Province emphasized that
apart from legally authorized institutions, no state organs, social organization or individual may collect
citizens’ personal information without the consent of the person being collected or his or her guardian.
Personal information collected for COVID-19 control shall not be used for any other purpose. Without
the consent of the person or his guardian, the citizen’s name, identity card number, telephone number,
home address or other information shall not be disclosed. If it is necessary to be made public, the infor-
mation should be processed to ensure that specific individuals cannot be identified and the information
cannot be recovered. (More)
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Australian Watchdog Alleges Facebook Misled Consumers with VPN App

On December 16, 2020, Australian Competition & Consumer Commission (“ACCA”) announced that it
as instituted proceedings in the Federal Court against Facebook, Inc. and two of its subsidiaries for
false, misleading or deceptive conduct when promoting Onavo Protect, Facebook’s VPN mobile app
providing VPN service, to Australian consumers. According to the ACCC, between February 1, 2016,
to October 2017, Facebook and its subsidiaries represented that the Onavo Protect app would keep us-
ers’ personal activity data private, protected and secret, and that the data would not be used for any pur-
pose other than providing Onavo Protect’s products. In fact, Onavo Protect collected, aggregated and
used significant amounts of users’ personal activity data to support Facebook’s market research activi-
ties, including identifying potential future acquisition targets. (More)
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ERMTENETRSRTAEF RS X BERBENMTAIRTKENEE . HFRAK
ErEET EEREN, 252 (D fuEh, BRAERERAT A, (2 HlF. ik 5 5K
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EU Presents New Cybersecurity Strategy

On December 16, 2020, the European Commission (“EC”) and the High Representative of the Europe-
an Union for Foreign Affairs and Security Policy presented a new EU Cybersecurity Strategy. The EC
said, the Strategy will bolster Europe’s collective resilience against cyber threats and help to ensure that
all citizens and businesses can fully benefit from trustworthy and reliable services and digital tools. The
Strategy contains concrete proposals for regulatory, investment and policy initiatives, in three areas of
EU action: (i) resilience, technological sovereignty and leadership; (ii) building operational capacity to
prevent, deter and respond; and (iii) advancing a global and open cyberspace through increased coopera-
tion. (More)
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&, EEKXI, Twittersk X B DPCH# o H % M AT A, EH AR H & AT H #4T T EITX,
# R TGDPR%33 (1) 4 K %33 (5) &M<, @k, DPCHE X Twittersk LL45 7 BT #Y 1 2K o
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Twitter Hit with EUR 450k GDPR Fine in Ireland

On December 15, 2020, Ireland’s Data Protection Commission (“DPC”) announced a conclusion to a
GDPR investigation conducted into Twitter. The DPC’s investigation commenced in January, 2019 fol-
lowing receipt of a breach notification from Twitter and the DPC has found that Twitter infringed Arti-
cle 33(1) and 33(5) of the GDPR in terms of a failure to notify the breach on time to the DPC and a fail-
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ure to adequately document the breach. As a result, the DPC imposed an administrative fine of EUR
450,000 on Twitter. (More)
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FTC Orders 9 Social Media and Video Streaming Services to Explain How They
Collect, Use, and Present Information

On December 14, 2020, the Federal Trade Commission (“FTC”) announced that it issued orders to nine
social media and video streaming companies, requiring them to provide data within 45 days on how
they collect, use, and present personal information, their advertising and user engagement practices, and
how their practices affect children and teens. The orders are being sent to Amazon.com, Inc.,
ByteDance Ltd., Discord Inc., Facebook, Inc., Reddit, Inc., Snap Inc., Twitter, Inc., WhatsApp Inc., and
YouTube LLC. (More)
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This Newsletter has been prepared for clients and professional associates of Lifang & Partners. Whilst every effort
has been made to ensure accuracy, no responsibility can be accepted for errors and omissions, however caused.
The information contained in this publication should not be relied on as legal advice and should not be regarded as
a substitute for detailed advice in individual cases.
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