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Hubei Communications Regulator Organizes Cybersecurity Inspections in Telecom
and Internet Industries

On December 9, 2020, Hubei Communications Administration (“Hubei CA”) released that it had re-
cently organized cybersecurity inspections in the telecom and internet industries. Through document
review, interviews, and technical testing, Hubei CA conducted on-site inspections of three basic tele-
communications enterprises and five internet enterprises, on their implementation of cybersecurity man-
agement and technical cybersecurity protection. For the problems found in the inspection, such as un-
sound cybersecurity management system, Hubei CA required related companies to fully understand the
importance of cybersecurity work, strictly implement the responsibility of cybersecurity, formulate rec-
tification plans for cybersecurity risks, clarify the rectification time limit, and ensure rectification work
is implemented and effective. (More)
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China to Advance Law-Based Governance of Cyberspace

On December 7, 2020, Xinhua reported that recently the Communist Party of China Central Committee
has published an outline in pursuit of building a law-based society in the next five years. According to
the outline, it is necessary to: (i) improve the supporting regulations and standard systems of the Cyber-
security Law, establish sound cybersecurity management systems such as critical information infrastruc-
ture security protection, data security management, and cybersecurity review, (ii) strengthen guidance
for the development and application of new technologies such as big data, cloud computing and artifi-
cial intelligence, (iii) formulate personal information protection law, (iv) improve laws and regulations
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on intellectual property protection of internet technology, business models, and big data, and (v) strictly
regulate the collection and use of personal information such as user identities and communication con-
nt, intensify punishment for illegally obtaining, leaking, selling, and providing citizens’ personal in-
formation. (More)
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China’s Healthcare Regulators to Promote “ Internet+ Healthcare”

Recently, China’s National Health Commission (“NHC”), National Healthcare Security Administration
and National Administration of Traditional Chinese Medicine issued the Notice on Further Promoting
the “Internet+Healthcare” and “Five Ones” Services (‘“Notice”). The Notice underlines that to speed
up the implementation of the linkage among electronic health records, electronic medical records, and
public health service information, it is necessary to promote online access to and standardized use of
electronic health records on the basis of ensuring the security of data and personal privacy. It is also
necessary to clarify the open content and open path of electronic health records. These reforms aim to
gradually realize the convenient access to personal electronic health records by residents and to better
record and manage the health information of residents throughout their life cycle. (More)
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French Data Watchdog Fines Google and Amazon EUR 135m for Cookie Violations

On December 10, 2020, France’s data protection regulator, the Commission Nationale de I'Informatique
et des Libertés (“CNIL”), announced that its restricted committee, which is responsible for imposing
sanctions, fined Google LLC and Google Ireland Limited EUR 100 million, and fined Amazon Europe
Core EUR 35 million. As for Google, the CNIL found three breaches of the French Data Protection Act:
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deposit of cookies without obtaining the prior consent of the user; lack of information provided to the
users of the search engine google.fr; and partial failure of the opposition mechanism. As a result, the
NIL imposed a financial penalty of EUR 60 million on Google LLC and another one of EUR 40 mil-
lion on Google Ireland Limited. As for Amazon, the CNIL found two breaches of the French Data Pro-
tection Act: deposit of cookies without obtaining the prior consent of the user; lack of information pro-
vided to the users of the website amazon.fr. (More)
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EU Publishes Guidelines on Ranking Transparency for Platform Providers

On December 7, 2020, the European Commission (“EC”) adopted the Guidelines on ranking transpar-
ency pursuant to Regulation (ER) 2019/1150 (“Guidelines”). The Guidelines aims to facilitate the com-
pliance of providers of online intermediation services and online search engines on how to improve the
transparency of their ranking parameters. According to EC, the Guidelines complements the ranking
transparency requirement under the EU Platform-to-Business Regulation and are the first of their kind
globally. As Executive Vice-President Margrethe Vestager said, these guidelines set the standard for
algorithmic ranking transparency and will increase fairness in the online platform economy, which
drives innovation and welfare for millions of Europeans. (More)
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This Newsletter has been prepared for clients and professional associates of Lifang & Partners. Whilst every effort
has been made to ensure accuracy, no responsibility can be accepted for errors and omissions, however caused.
The information contained in this publication should not be relied on as legal advice and should not be regarded as
a substitute for detailed advice in individual cases.
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