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MIIT Reports 60 Apps for Infringing Users’ Rights and Interests

On December 3, 2020, China’s Ministry of Industry and Information Technology (“MIIT”) released the
Report on Apps Infringing Users’ Rights and Interests (2020 Issue 6). According to the Report, the
MIIT recently organized third-party testing organizations to inspect on mobile phone apps and urged the
non-compliant companies to make rectifications in accordance with the Cybersecurity Law, Telecommu-
nications Regulations and Regulations on the Protection of Personal Information of Telecommunica-
tions and Internet Users and relevant laws and regulations, and the work deployment stipulated in the
Notice of the Special Rectification Action on Apps Infringement of Users’ Rights and Interests. As of
December 3, there are still 60 apps that have not completed rectification, and MIIT requires them to
complete the rectification by December 12. (More)
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Shanghai Reports 22 Apps with Personal Information Protection Violations

On December 2, 2020, Shanghai Communications Administration (“Shanghai CA”) reported 22 apps
in breach of personal information protection. These apps have three main problems: (1) collection and
use of personal information without specified purposes, methods and scope, (2) collection and use of
personal information without users’ consent, (3) failure to provide functions for deleting or correcting
personal information as required by law. According to the report, Shanghai CA recently deployed the
special action for app data security and personal information protection, tested the privacy compliance
issues of over 7000 apps, organized professional technical institutions to conduct in-depth investigation
and evaluation of over 100 mainstream apps. Also, Shanghai CA notified over 50 apps which violated
personal information protection and ordered them to implement rectification within a time limit. (More)
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https://www.miit.gov.cn/xwdt/gxdt/sjdt/art/2020/art_7acb47a1f2c846e6a576e25754b569b6.html
https://www.miit.gov.cn/xwdt/gxdt/sjdt/art/2020/art_7acb47a1f2c846e6a576e25754b569b6.html
https://mp.weixin.qq.com/s?__biz=MzAwOTYxNTU5Nw==&mid=2649880546&idx=1&sn=6c222a908e51651af7f97fe97cb4920e&chksm=8359b660b42e3f7690f499087c5124d2b84a55c1896eff3c71d658e5afca436d007474bc1bb3&scene=126&sessionid=0&clicktime=1607320606&ascene=3&devicetype=iOS13.
https://mp.weixin.qq.com/s?__biz=MzAwOTYxNTU5Nw==&mid=2649880546&idx=1&sn=6c222a908e51651af7f97fe97cb4920e&chksm=8359b660b42e3f7690f499087c5124d2b84a55c1896eff3c71d658e5afca436d007474bc1bb3&scene=126&sessionid=0&clicktime=1607320606&ascene=3&devicetype=iOS13.
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CAC Invites Comments on Draft Necessary Personal Information for Common
Types of Apps

On December 1, 2020, the Cyberspace Administration of China (“CAC”) released the Scope of Neces-
sary Personal Information for Common Types of Apps (Exposure Draft) for public comments. The draft
document stipulates the basic functional services and the scope of necessary personal information for 38
common types of apps, including GPS navigation, online car-hailing and instant messaging. The neces-
sary personal information refers to the personal information necessary to ensure the normal operation of
the basic functions of the app. The draft document also stipulates that as long as the user agrees to col-
lect necessary personal information, the app shall not refuse the user to install and use. This document
aims to implement the Cybersecurity Law on the principles of legality, fairness and necessity in person-
al information collection, regulate the personal information collection behavior on apps, and protect citi-
zens’ personal information security, the CAC said. The deadline for submitting comments is December
16. (More)
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Tianjin to Prohibit Market Credit Information Providers from Collecting Biometric
Information

On December 1, 2020, the Standing Committee of the Tianjin Municipal People’s Congress adopted the
Tianjin Municipality Social Credit Regulations (‘“Regulations”). Article 16 of the Regulations stipulates
that market credit information providers shall not collect religious belief, blood type, disease and medi-
cal history, biometric information of natural persons and other personal information prohibited by laws
and administrative regulations. Article 37 stipulates that no organization or individual may illegally col-
lect, use, process or transmit social credit information, or illegally trade, provide or disclose social credit
information. The Regulations will take effect on January 1, 2021. (More)
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http://www.cac.gov.cn/2020-12/01/c_1608389002247944.htm
http://www.cac.gov.cn/2020-12/01/c_1608389002247944.htm
http://www.tjrd.gov.cn/xwzx/system/2020/12/07/030018648.shtml
http://www.tjrd.gov.cn/xwzx/system/2020/12/07/030018648.shtml
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TC260 Issues Security Guide for App Using SDK

On November 11, 2020, the National Information Security Standardization Technical Committee
(“TC260”) issued the Practical Guide to Network Security Standards - Security Guide for App using
Software Development Kit (SDK) (“Guide”). The Guide indicates the common security risks of the
SDK, including the SDK’s own security vulnerabilities, SDK malicious behavior, and SDK’s illegal
collection of app users’ personal information in the process of app using SDK. Combined with the cur-
rent status of mobile internet technology and application, the Guide gives practical guidelines on SDK
security issues for app providers and SDK providers. (More)
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New Proposed EU-US Agenda Underlines Data Flow and Governance

On December 2, 2020, the European Commission published a proposal for a new, forward-looking
transatlantic agenda between the EU and the US. The proposal underlines that the EU and the US must
openly discuss diverging views on data governance, intensify their cooperation to promote regulatory
convergence and facilitate free data flow with trust on the basis of high standards and safeguards.
(More)
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https://www.tc260.org.cn/front/postDetail.html?id=20201126161240
https://www.tc260.org.cn/front/postDetail.html?id=20201126161240
https://ec.europa.eu/commission/presscorner/detail/en/ip_20_2279
https://ec.europa.eu/commission/presscorner/detail/en/ip_20_2279
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This Newsletter has been prepared for clients and professional associates of Lifang & Partners. Whilst every effort
has been made to ensure accuracy, no responsibility can be accepted for errors and omissions, however caused.
The information contained in this publication should not be relied on as legal advice and should not be regarded as
a substitute for detailed advice in individual cases.
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