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Marriott International Faces London Class Action Over Vast Data Breach
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E W E H Domestic News
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SCA Releases Draft Amendment Regulations on Management of Commercial En-
cryption

On August 20, 2020, the State Cryptography Administration (“SCA”) released the Regulations on the
Management of Commercial Encryption (Draft Amendment) (“Draft Amendment”) for public com-
ments. The Draft Amendment stipulates that the standardization administration and the state cryptog-
raphy administration of the State Council, within respective authority, shall (i) organize the formulation
of national and industrial standards for commercial encryption and regulate, guide and supervise the for-
mulation of group standards for commercial encryption; and (ii) establish the information feedback and
assessment mechanism for the implementation of commercial encryption standards, and supervise and
inspect such implementation accordingly. The deadline for submitting comments is September 19,
2020. (More)
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Meeting on Pilot Work for Application and Promotion of Maturity Model of Data
Security Capability Held in Beijing

On August 18, 2020, the Secretariat of the National Information Security Standardization Technical
Committee (“TC260”) held a meeting on the pilot work for application and promotion of the national
standard Information Security Technology — The Maturity Model of Data Security Capability (“Model”)
in Beijing. At the meeting, the Secretariat of the TC260 reported on the implementation and promotion
of the Model and the relevant achievements, introduced the implementation and self-assessment of the
fifteen pilot participants on the Model, and summarized ten typical issues of data security. The expert
group opined that the pilot work further verified applicability of the Model, which therefore can be used
to provide support in terms of standard for the implementation of national data security laws, regula-
tions and policy documents, and effectively improved the data security capability of network operators.
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http://www.oscca.gov.cn/sca/hdjl/2020-08/20/content_1060779.shtml
http://www.oscca.gov.cn/sca/hdjl/2020-08/20/content_1060779.shtml
https://www.tc260.org.cn/front/postDetail.html?id=20200819171625
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The expert group also suggested the Model being recommended and implemented in various industries.
(More)
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MOJ to Strengthen Protection of Business Secrets and Confidential Business Infor-
mation in Process of Administrative Licensing

Recently, China’s Ministry of Justice (“MOJ”) issued the Guiding Opinions on Strengthening Protec-
tion of Trade Secrets and Confidential Business Information in the Process of Administrative Licensing
(Exposure Draft) (“Draft Guiding Opinions™) for public comments. The Draft Guiding Opinions re-
quire that (i) the trade secrets and confidential business information learned by the administrative licens-
ing authority should be strictly protected and be only accessed by the minimum scope according to the
actual need of work; (i1)

(i1) where information is sharing with other administrative authorities due to the need of relevant admin-
istrative enforcement actions such as administrative punishment, administrative compulsion, administra-
tive inspections, the trade secrets and confidential business information contained in the shared infor-
mation shall be desensitized to prevent the leakage of such information in the process of information
sharing. The deadline for submitting comments is September 30, 2020. (More)
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MOFCOM to Launch Pilot of Security Management on Cross-border Data Trans-
mission and Establish Data Security Management Mechanisms

Recently, China’s Ministry of Commerce (“MOFCOM?”) released the Master Plan for the Pilot of
Comprehensively Deepening the Innovative Development of Trade in Services and the attached table —
the Tasks, Specific Measures and Responsibility Allocation for the Pilot. According to the attached ta-
ble, it is necessary to (i) explore the classified supervision model of cross-border data flow, and launch
the pilot project of security management of cross-border data transmission; (ii) explore the rules and
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https://www.tc260.org.cn/front/postDetail.html?id=20200819171625
http://www.moj.gov.cn/government_public/content/2020-08/14/657_3254208.html
http://www.moj.gov.cn/government_public/content/2020-08/14/657_3254208.html
http://www.mofcom.gov.cn/article/b/xxfb/202008/20200802992306.shtml
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standards of data collection, desensitization, application, transaction, supervision and other relevant data
services, and research on data transaction security issues; and (iii) launch the pilot project of security
ssessment of cross-border data flow, and establish the certification of data protection capability, back-
up and review of data circulation, risk assessment of cross-border data flow and transactions and other
data security management mechanisms. (More)
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Twitter Privacy Ruling Delayed after Dispute among EU Regulators

On August 20, 2020, Reuters reported that some regulators from concerned European Union superviso-
ry authorities objected to the Irish Data Protection Commission (“Irish DPC”)’s preliminary ruling in a
landmark privacy investigation of Twitter, triggering a process where a majority decision will be
sought. The ruling relates to a bug in Twitter Android App where some users’ protected tweets were
made public, and whether it notified the regulator in a timely manner. The Irish DPC has referred the
matter to the European Data Protection Board. (More)
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Children’s Privacy and Data Sharing in Focus as UK ICO Re-Opens Regulatory
Sandbox

On August 19, 2020, the UK Information Commissioner’s Office (“UK ICO”) announced that it reo-
pens the regulatory sandbox, a free service designed to support organizations using personal data to de-
velop innovative products and services, and accepts applications from all types of organisations. UK
ICO requires the projects submitted this year to focus on one of two themes, children’s privacy or data
sharing. In terms of children’s privacy, the regulatory sandbox aims to support innovators to improve
confidence amongst children, young people and their parents and carers that their personal information
is being properly protected when they are online. (More)
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http://www.mofcom.gov.cn/article/b/xxfb/202008/20200802992306.shtml
https://www.reuters.com/article/us-europe-privacy-twitter/twitter-privacy-ruling-delayed-after-dispute-among-eu-regulators-idUSKBN25G1EL
https://www.reuters.com/article/us-europe-privacy-twitter/twitter-privacy-ruling-delayed-after-dispute-among-eu-regulators-idUSKBN25G1EL
https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2020/08/children-s-privacy-and-data-sharing-in-focus-as-regulatory-sandbox-re-opens/
https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/2020/08/children-s-privacy-and-data-sharing-in-focus-as-regulatory-sandbox-re-opens/
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Marriott International Faces London Class Action Over Vast Data Breach

On August 19, 2020, Reuters reported that Marriott International, a leading hotel operator, is facing a
London class action brought by millions of former guests demanding compensation after their personal
records were hacked in one of the largest data breaches in history. Marriott announced in 2018 that
hackers had accessed its Starwood hotels reservation database and notified the FBI. Around 7 million
British guest records were compromised by the hack, according to the UK ICO which proposed to fine
Marriott GBP 99.2m in 2019. (More)
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https://www.reuters.com/article/us-britain-marriott-dataprotection/marriott-faces-london-lawsuit-over-vast-data-breach-idUSKCN25F0S2
https://www.reuters.com/article/us-britain-marriott-dataprotection/marriott-faces-london-lawsuit-over-vast-data-breach-idUSKCN25F0S2
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This Newsletter has been prepared for clients and professional associates of Lifang & Partners. Whilst every effort
has been made to ensure accuracy, no responsibility can be accepted for errors and omissions, however caused.
The information contained in this publication should not be relied on as legal advice and should not be regarded as
a substitute for detailed advice in individual cases.
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