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Law of the People's Republic of China on Combating Telecom and Online Fraud Shall Come into
Force on 1 December 2022

“HE— T RAERATEENBNERGFEMREFRFLEFERL

SPC, SPP and MPS Jointly issued the Opinions on the Application of Criminal Procedures in the Han-
dling of Information Network-Related Criminal Cases

ExWEAZH (BELR2TERIRESR (F—H0 )

CAC Issues Guidelines for Application for Security Assessment of Cross-border Data Transfer (First
Edition)

ExTEELA (BT TANENEZLERELE)
NHC Issues the Administrative Measures for the Cybersecurity of Medical and Healthcare Institutions
AT T WS A TT AR R R 2P R E e T

The Cyberspace Administration of Beijing Municipality Opens a Hotline for Consultations on Applica-
tion for Security Assessment of Cross-border Data Transfer

LETEEZERAN (LETEEERBTHER N E (X5 )

Shanghai Municipal Commission of Economy and Informatization Released the Measures of Shanghai
Municipality for the Management of Information Infrastructure (Draft)

P & bl L R

Cyberspace Administration of Jiangsu Province Formulates the Guidelines of Jiangsu Province on Ap-
plications for Security Assessment of Cross-border Data Transfer
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Xiamen Branch of the Agricultural Bank of China Was Warned and Fined RMB 1.965 Million for Fail-
ing to Conduct Customer Identity Re-verification as Required

XEHAHAZZR2RFEEF AR L ENMAGMBHEMCELKE

FTC Sues Kochava for Selling Data that Tracks People at Reproductive Health Clinics, Places of Wor-
ship, and Other Sensitive Locations

BEH (MNAKEE) BEZER, EHTHELRE. MNAKELAEZFTR

Amendments to the Law "on Personal Data" Will Come into Force
HARERHEFHEHELNMAGBRE, LXZHTI207 T

Sephora Was Fined $1.2 Million for Failing to Tell Consumers to Sell Their Personal Information
BAT BB E B E R i R 2023 F R R S W2

India's Revised Data Protection Bill Could Be Presented to Parliament by Early 2023

#13R F= X Intellectual Property

HEZEARAFAERFRR! AfTRhEEZELET I 6FEEFE

Shanghai Minhang District People's Procuratorate signed First Memorandum of Cooperation to Joint
Punish Intellectual Property Malicious Lawsuits

AIME50077 7C: BEIRUF “HEEE L FRHAELEEFREH

Tencent Sued "Wishang Screenshot King" and Other Software for Unfair Competition and Awarded
Damages of RMB 5 Million

— /A B A R A 2,212
A Patent was Sued in Two Places and Awarded Damages of RMB220 million
MWEAREERAR T REERKERERAERFTAFETANE

Case of Infringing Exclusive Right to Use Registered Trademark by Prominently Using Place Names in
Barreled Water to Publicize Water Source Place

#5350 C: BERR THEMER RN S B U BEFAEEREETE

The Departing Employees Shall be Liable for Indemnification of Infringement for Disclosure and Use
of Trade Secrets of the Former Company
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A 607 T (FAWIE) F (REWHED) RN, RiEREF

Fantasy Westward Journey Sued Placement Westward Journey for Copyright Infringement and Award-
ed Damages of RMB600,000

7R B FEKPCT-ASPEC % #| % & & 1F i+ X £20254 8 A26 H
Three-Year Extension of the PCT-ASPEC Pilot Programme till 26 August 2025
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Law of the People's Republic of China on Combating Telecom and Online Fraud
Shall Come into Force on 1 December 2022

On 2 September 2022, The Law of the People's Republic of China on Combating Telecom and Online
Fraud, as adopted at the 36th Session of the Standing Committee of the Thirteenth National People's
Congress of the People's Republic of China was issued and shall come into force on 1 December 2022.
The law has a total of 50 articles in seven chapters, including the general provisions, telecommunica-
tions governance, financial governance, internet governance, comprehensive measures, legal liability,
and supplemental provisions. The law clarifies that telecommunications businesses shall comprehen-
sively carry out the rules for the registration of phone users' personal identity information in accordance
with the law. The number of phone cards applied for shall not exceed the number prescribed by the ap-
plicable regulatory provisions issued by the state. If any abnormal registration for a phone card is identi-
fied, the telecommunications business has the right to strengthen inspection or refuse to open the phone
card. The number of bank accounts and payment accounts opened shall not exceed the number pre-
scribed by the applicable regulatory provisions issued by the state. If any abnormal account opening is
identified, a banking financial institution or non-banking payment institution has the right to strengthen
inspection or refuse to open an account. (More)

“WE—H” BReRTEENBNEFRFERARERFLEFRENL

202248H30H, mm ARZER. R ARKRER., A ZTHREAH (X THEFENENEE
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SPC, SPP and MPS Jointly issued the Opinions on the Application of Criminal Pro-
cedures in the Handling of Information Network-Related Criminal Cases

On 30 August 2022, the Supreme People's Court (SPC), the Supreme People's Procuratorate (SPP), and
the Ministry of Public Security (MPS) jointly issued the Opinions on the Application of Crimingl Pro-
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cedures in the Handling of Information Network-Related Criminal Cases (No. 23 [2022] of the Supreme
People's Court) (the “Opinions™). The main contents of the Opinions include standardizing the follow-
ing aspects of information network-related criminal cases: jurisdiction, evidence-taking, evidence re-
view, and disposal of case-related properties. The SPC, SPP and MPS shall guide the courts, the peo-
ple's procuratorates, and the public security organs at all levels to faithfully execute the relevant provi-
sions of the Criminal Law, the Criminal Procedure Law and the Opinions, and strictly standardize the
procedures for handling cases. (More)

ERXRFAEAZT (BHBEHEZLTFEFRET (50 )

2022478 A31H, AT HSMHBKEALEZNL, FFEREAELELLTE, BEXLIHRMAE
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CAC Issues Guidelines for Application for Security Assessment of Cross-border Da-
ta Transfer (First Edition)

On 31 August 2022, in order to guide and help data processors in their application for security assess-
ment of cross-border data transfer in a standardized and orderly manner, the Cyberspace Administration
of China (CAC) prepared the Guidelines for Application for Security Assessment of Cross-border Data
Transfer (First Edition), which provides specific explanations on circumstances for application, applica-
tion methods, application procedures, application materials, etc., and provides the relevant templates for
use. Where a data processor transfers data abroad due to its business needs, and such transfer falls into
one of the circumstances applicable to security assessment for cross-border data transfer, it shall apply
for security assessment in accordance with the provisions of The Measures on Security Assessment of
Cross-border Transfer of Data. (More)

ERTEEXAG (ETTAENMRELLEELE)

20228 A29H, EXTIA@EZ., EXYEHR. BXEAERINR (BT LANHAEZ2E
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NHC Issues the Administrative Measures for the Cybersecurity of Medical and
Healthcare Institutions

On 29 August 2022, the National Health Commission (NHC), the National Administration of Tradition-
al Chinese Medicine, and the National Bureau of Disease Control formulated and issued the Administra-
tive Measures for the Cybersecurity of Medical and Healthcare Institutions. The measures note that the
level of cybersecurity protection for a newly built cyberspace shall be determined at the stage of plan-
ning and application. A medical or healthcare institution shall comprehensively sort out the basig infor-
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mation of various types of cyberspace of its own, especially the application of cloud computing, Inter-
net of Things, blockchain, 5G, big data, and other new technologies, scientifically determine the appli-
cable level of cybersecurity protection according to the relevant standards as well as the functions, ser-
vice scopes, service objects and data processing of the cyberspace, and report the same to the compe-
tent authorities at the next higher level for review and approval. (More)

A H TR AT AR R L 2T B E
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The Cyberspace Administration of Beijing Municipality Opens a Hotline for Con-
sultations on Application for Security Assessment of Cross-border Data Transfer

On 1 September 2022, the Cyberspace Administration of Beijing Municipality sets up a telephone
number for consultations on applications for security assessment of cross-border data transfer, 010-
67676912, in order to help data processors to apply for security assessment in a standardized and or-
derly manner. The background to the announcement of this inquiry number is that, in accordance with
the Cybersecurity Law of the People's Republic of China, the Data Security Law of the People's Re-
public of China, the Law of the People's Republic of China on the Protection of Personal Information,
the Measures on Security Assessment of Cross-border Transfer of Data, and other applicable laws and
regulations, as well as the requirements of the Guidelines for the Application for Security Assessment
of Cross-border Transfer of Data (First Edition) issued by the Cyberspace Administration of China on
August 31, a data porcessor shall submit the application through the provincial level office of the Cy-
berspace Administration of China by submitting written application documents together with electron-
ic copies of the documents. (More)

tETEEZRA (LRTEREMBHEEA S E (E5) )

20224 8H23H, LBETAEZF AT (LETELEMREERS L E (XX ), FLIME
KEMN, MERE AL HB A202249A22H, (EE) i REMRENE X, wH. Wx
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AR weER. RE, EH. £, B FRrEAEXEEEY. (EFEES)

Shanghai Municipal Commission of Economy and Informatization Released the

Measures of Shanghai Municipality for the Management of Information Infrastruc-
ture (Draft)

On 23 August 2022, the Shanghai Municipal Commission of Economy and Informatization released
the Measures of Shanghai Municipality for the Management of Information Infrastructure (Draft) and
is seeking public opinion until 22 September 2022. The Draft clarifies the definition, scope, rights, and
responsibilities of information infrastructure, puts forward requirements on the development and man-
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agement of information infrastructure, and applies to the construction, installation, use, maintenance,
relocation, dismantling, and related management activities of information infrastructure within the ad-
ministrative region of Shanghai Municipality. (More)
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Cyberspace Administration of Jiangsu Province Formulates the Guidelines of Jiang-
su Province on Applications for Security Assessment of Cross-border Data Transfer

On 1 September 2022, the Measures on Security Assessment of Cross-border Transfer of Data came
into force. In order to implement the Measures on Security Assessment of Cross-border Transfer of Da-
ta and ensure the safe cross-border flow of data elements, the Cyberspace Administration of Jiangsu
Province has formulated the Guidelines of Jiangsu Province on Applications for Security Assessment of
Cross-border Data Transfer (First Version) in accordance with the Guidelines for the Application for
Security Assessment of Cross-border Transfer of Data (First Edition) issued by the Cyberspace Ad-
ministration of China and in light of the actual work situation of Jiangsu Province. The Guidelines of
Jiangsu Province on Applications for Security Assessment of Cross-border Data Transfer proposes the
reference standards for the identification of "important data", provides details on the application pro-
cess, and clarifies the division of duties between cyberspace administrations of cities divided into dis-
tricts on one hand and Cyberspace Administration of Jiangsu Province on the other hand. (More)

“REBARTFREF RREFRA” , FERVRTEITHTHT196.57
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Xiamen Branch of the Agricultural Bank of China Was Warned and Fined RMB
1.965 Million for Failing to Conduct Customer Identity Re-verification as Required

On 31 August 2022, according to the administrative penalty information disclosure form released by the
Xiamen Central Branch of the People's Bank of China, the Xiamen Branch of the Agricultural Bank of
China was warned and fined RMB 1.965 million for eight violations including failing to conduct cus-
tomer identity re-verification as required. Meanwhile, Chen Zexi, then deputy general manager of the
Retail Banking Business Department of the Xiamen Branch of the Agricultural Bank of China, was di-
rectly responsible for failing to conduct customer identity re-verification and failing to take enhanced
measures for high-risk customers and was fined RMB 10,000. (More)
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FTC Sues Kochava for Selling Data that Tracks People at Reproductive Health
Clinics, Places of Worship, and Other Sensitive Locations

On 29 August 2022, The Federal Trade Commission (FTC) filed a lawsuit against data broker Kochava
Inc. for selling geolocation data from hundreds of millions of mobile devices that can be used to trace
the movements of individuals to and from sensitive locations. The FTC alleges that by selling data
tracking people, Kochava is enabling others to identify individuals and exposing them to threats of
stigma, stalking, discrimination, job loss, and even physical violence. The FTC’s lawsuit seeks to halt
Kochava’s sale of sensitive geolocation data and require the company to delete the sensitive geoloca-
tion information it has collected.(More)

BREH (MKER) BERERK, EATHEYHE. MEELELFR

202291 H, #ZHEAEE. 5 BF AR K AEIK M E B (“Roskomnadzor”) & i, 202247
A14H %266-FZ5 (A AN#HE %) B IEFIEX 4 M. Roskomnadzorff A&, 1% IE % %2006
FTH2TH F152-FZ5 (M AHEZE) #ATTEABR, EAFaFE: (MAKEZ) BwEbE
FER; ERATEHEZERESITWAENASENEF W ARE; 2 ERER A DR
EEEE, (EEES)

Amendments to the Law "on Personal Data' Will Come into Force

On 1 September 2022, the Russian Federal Bureau of Telecommunications, Information Technology
and Mass Media Supervision ("Roskomnadzor") announced that Amendment No. 266-FZ to the Per-
sonal Data Law has come into force on 14 July 2022. Roskomnadzor underlined in particular that the
Amendment contains significant amendments to the Personal Data Law promulgated on 27 July 2006,
No.152-FZ, including the extraterritorial application of the Personal Data Law; the minimum standards
applicable to personal data processing contracts entered into with data subjects; the prohibition of com-
pulsory provision of biometric data, etc. (More)

EREmEREHERXMAGR, £XIHT1207%7T

202248 FA31H, ZEmAEREIMNEAZKEF A « HE (Rob Bonta) # AW 2 LR, F4
Wt i o 8 22 % = (SEPHORA) st ERIWH T F QA —F 5w RE KA ERIL, ®E X
1207 Z TR, AERBREFRBEEMF-FHEHTENMAGCLENEL, HHFE
RUNMACLHEWEBENF. (EEFES)

Sephora Was Fined $1.2 Million for Failing to Tell Consumers to Sell Their Person-
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On 31 August 2022, California Attorney General Rob Bonta said in a press conference that the famous
cosmetics brand Sephora has reached a settlement with California residents and decided to pay a fine of
$1.2 million and disclose in its privacy policy that Sephora sold consumers' personal information to a
third party, and provide an exit mechanism for consumers' personal information sales. (More)

BT R E R E R ER T RAE2023FERLE WS

202248 H29H, fEH#E, EELE . @ FEF K &AM K Ashwini Vaishnaw kR, —I
FHBERRPEZERRILAABERAATN, HFFELE2023FIAHFENSTE 2 WH E#
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Bt RAaZ—ANRFERA" . B R A0 R /8 a4 N B SR (R 37 ML A B 45 A Ak o
HHEE, (EEES)

India's Revised Data Protection Bill Could Be Presented to Parliament by Early
2023

On 29 August 2022, The Hindu reports that Indian Minister of Railways, Communications and Elec-
tronics and Information Technology Ashwini Vaishnaw indicated a fresh data protection bill will be
published for public comments soon and hopefully be tabled during Indian Parliament's Budget Session
in January 2023. Vaishnaw said the bill will reflect modern thinking around data protection, adding that
"it should not be like we are trying to create a paper system for a digital world." The upcoming draft
may include reported changes to the structure and independence of the proposed data protection author-
ity. (More)

#1398 7= X Intellectual Property
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Shanghai Minhang District People's Procuratorate signed First Memorandum of
Cooperation to Joint Punish Intellectual Property Malicious Lawsuits

On August 19, the People's Procuratorate and the District People's Court of Minhang District jointly
signed the Memorandum of Cooperation on Strengthening the Punishments against Malicious Intellec-
tual Property-related Lawsuits at the meeting for promoting the intellectual property protection of Min-
hang District and reached several consensuses in jointly punishing malicious intellectual property-
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related lawsuits and jointly carrying out comprehensive governance of the field of malicious intellectual
property-related lawsuits, including establishing a data sharing, research and judgment system, a special
oordination and cooperation mechanism and a clue notification system, strengthening the efforts to
combat and prevent malicious intellectual property-related lawsuits, and deepening the industry govern-
ance of malicious intellectual property-related lawsuits.

Source: Shanghai Minhang District People's Procuratorate
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Tencent Sued "Wishang Screenshot King" and Other Software for Unfair Competi-
tion and Awarded Damages of RMB 5 Million

Shenzhen Tencent Computer System Co., Ltd. recently filed a lawsuit against the owner and operator
of such softwares as WeiShang Screenshot King to Beijing Intellectual Property Court.

The court held that the defendant knew the software involved in the case could be used to create fake
screenshots and confused customers, but it still provided to consumers, subjective malice is more obvi-
ous.Although the defendant did not directly commit fraud, it provided convenience and conditions for
fraud and deception, greatly reduced the threshold for the implementation of relevant illegal acts, re-
duced the trust of the relevant public in the plaintiff, and damaged the fair and orderly healthy competi-
tion order.Therefore, according to Article 2 of the anti unfair competition law, the act constitutes unfair
competition.

The accused software is used primarily for the implementation of infringement, and the high member-
ship fee collected by the defendant is mainly income derived from the accused software, therefore the
compensation amount may be calculated with reference to the membership fee collected by the accused
software. The court ruled that the defendant should jointly compensate the plaintiff economic losses of
RMBS million and reasonable expenses of RMB280,000.

Source: Beijing Intellectual Property Court
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A Patent was Sued in Two Places and Awarded Damages of RMB220 million

In December 2021, the Ningbo intermediate people's Court of Zhejiang Province made a first instance
judgment on two cases of dispute over the infringement on invention patent rights by AUX v. Gree,
both of which confirmed that Gree infringed the relevant invention patent rights of Aux, with a total
compensation of RMB166.6 million. Recently, in August 2022, Aux made a judgment on the two cas-
es of the same patent suing Gree for patent infringement in Hangzhou intermediate people's court,
confirming patent infringement respectively, and compensating a total of RMB58 million.

Source: Ningbo intermediate people's Court of Zhejiang Province
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Case of Infringing Exclusive Right to Use Registered Trademark by Prominently
Using Place Names in Barreled Water to Publicize Water Source Place

Recently, the People's Court of Baiyun District, Guangzhou City, Guangdong Province made a judg-
ment on a dispute over trademark infringement and ordered the defendant to stop the infringement
and compensate for the loss.
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The court held that the plaintiff has, through quite a long period of continuous business operation and
publicity for the trademark "Dinghu" involved, made the relevant public have known the place name
beyond the place name itself. The trademark of the place name has distinctiveness and shall be pro-
tected by law.In accordance with the Trademark Law, for the place name involved in a registered
trademark, the trademark holder has no right to prevent others from justifiably using the place name
on the same or similar goods to indicate the connection between the goods and the place of
origin.However, the defendant used the "Dinghu" logo in a prominent manner on publicity posters,
web pages, and the alleged infringing products, which obviously went beyond the bona fide use of
place name.Combining with the actual use of the place name logo by the defendant, it was confirmed
that the defendant had a subjective intention to cling to the plaintiff's goodwill and popularity, ruled
out the legitimacy of his behavior, and finally determined that the behavior of the three defendants
infringed the plaintiff's exclusive right to use a registered trademark.

Source: People's Court of Baiyun District, Guangzhou City, Guangdong Province
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The Departing Employees Shall be Liable for Indemnification of Infringement for
Disclosure and Use of Trade Secrets of the Former Company

The Beijing Intellectual Property Court made a judgment of second instance on the case of unfair
competition disputes, upheld the judgment of first instance, ordered the defendant to stop the infringe-
ment, apologize, eliminate the impact, and compensate the plaintiff for the loss of RMB3.5 million.

The court held that the defendant was the contact person for signing the Cooperation Agreement with
Xinguo Co., and the agreement contained a confidentiality clause. The defendant should have known
the trade secret of Xinguo Co. and the agreement on trade secret between the two parties. Wanyuan
Huikang contacted the "Dianping" platform through the defendant and used the "Xinguo" name of
Xinguo Company behind its name for examination and approval of contracts; therefore, it should
have known that the operating information it used was the trade secret of Xinguo Company. Howev-
er, during the period when the defendant was employed by Xinguo Company, the defendant disclosed
the trade secrets of Xinguo Company to Wanyuan Huikang and used the trade secrets jointly with
Wanyuan Huikang to obtain improper business interests. Wanyuan Huikang knew the identity of the
defendant and started to use the trade secrets disclosed by Wanyuan Huikang when he was sti
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ployed by Xinguo Company. Therefore, the acts of the defendant and Wanyuan Huikang jointly in-
fringed upon the trade secrets of Xinguo Company.

Source: Beijing Intellectual Property Court
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Fantasy Westward Journey Sued Placement Westward Journey for Copyright In-
fringement and Awarded Damages of RMB600,000

Guangzhou intellectual property court made a judgment of second instance on the case of copyright in-
fringement and unfair competition disputes, rejected the appeal, and upheld the judgment of first in-
stance ordering the defendant to apologize, eliminate the influence and compensate the plaintiff RMB
600,000.

The court held that the Fantasy Westward Journey operated by Netease and the Placement Westward
Journey operated by the defendant are both online games, and it should be recognized that Netease and
the defendant have a direct competitive relationship. After years of publicity, promotion and operation,
Fantasy Westward Journey has high influence and popularity. Its artistic elements, character creation
interface and game have high directionality.The login interface and character creation interface dis-
played in the advertisement of the game "Placing Westward Journey" involved in this case were highly
similar to the corresponding interfaces of the game "Fantasy Westward Journey". Moreover, the defend-
ant only used the cartoon image substantially similar to the image of the game "Fantasy Westward Jour-
ney" in the advertisement and did not use it in the game operated by the defendant. Therefore, the de-
fendant's act constituted false advertisement. Based on the above, the defendant's act constitutes unfair
competition.

Source: Guangzhou intellectual property court
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Three-Year Extension of the PCT-ASPEC Pilot Programme till 26 August 2025

Association of Southeast Asian Nations(ASEAN) is pleased to announce that the PCT-ASPEC pilot
programme will be extended for three years until 26 August 2025.The Patent Cooperation Treaty-
ASEAN Patent Examination Cooperation (PCT-ASPEC) allows patent applicants to use a PCT report
established by an ASEAN International Searching Authority or Preliminary Examining Authority
(ISA/IPEA) to accelerate patent protection in nine participating AMS IP Offices,which include Brunei,
Cambodia, Indonesia, Laos PDR, Malaysia, the Philippines, Singapore, Thailand and Vietnam.The cap
of 100 applications per year and other criteria remain.

Source: ASEAN Intellectual Property Portal
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This Newsletter has been prepared for clients and professional associates of Lifang & Partners. Whilst every effort
has been made to ensure accuracy, no responsibility can be accepted for errors and omissions, however caused.
The information contained in this publication should not be relied on as legal advice and should not be regarded as
a substitute for detailed advice in individual cases.
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